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CHAPTER 2

The Type System

If I had to pick a single best part of the Java programming language, it would be the
type system. Like many other parts of the language, there is nothing new to the type
system. Every object is an instance of a type, and those types are determined by the
class of the object and the interfaces that the class implements. An object actually is an
instance of many types (hence the notion of a polymorphic type system). This poly-
morphic aspect of objects allows many of the patterns that have become so popular to
work, as we can write code that uses the properties of objects of one type and then
manipulate objects that are at least of that type (but may also be an instance of some
other type). After working with the Java language for more than a decade, we tend to
take the type system for granted, or worse yet, notice it only when it gets in the way.
But if we think about it, the type system in Java is a paradigmatic example of what
makes the language what it is—a pragmatic combination of features that provide an
excellent tool for software engineers building large, complex systems.

The Basics
The basics of the type system are simple to explain (which by itself is a positive feature).
Every object in a Java program is an instance of a class. The class defines the internal
data layout for the object and defines a set of methods that can be called on the object.
The class also associates code with each of these methods, allowing that code to ma-
nipulate the data in the object. A class can extend another class, in which case it inher-
its all of the data and methods of the class that it extends. A class also inherits the
implementations of the methods of a class it extends, or a new implementation can be
supplied that overrides the inherited implementation. The relationship of extending
forms a tree in which all classes can be located. The root of that tree is the class
Object, which all other classes extend (either directly or indirectly).

In Java, a class may extend only one other class. This means that Java is a single-
inheritance language, at least as far as the types defined by classes are concerned. This
might not be as great a limitation as some have thought. Arguments have been put
forward that anything that can be done with multiple inheritance can be done just as
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well (and without the complexity of multiple inheritance) using single inheritance and
delegation.* Having only single inheritance at the level of the class (which is to say, at
the level of the actual implementation of the type) simplifies not only the language but
the job of the programmers, since it makes it easy to find the code that is being run
when you call some method. If the method has been overridden, you can find the code
in the code for the class itself. If the method has not been overridden, you can look at
the most direct parent of the class and apply the same search strategy. There are no
inheritance diamonds where you need to check two possible implementation paths.
But this doesn’t mean that there is no notion of multiple inheritance in Java. That notion
is supplied with the other aspect of the type system.

This other part of the type system is the interface, which allows the declaration of a set
of methods that must be implemented as a unit by any class that states that it imple-
ments the interface. A class can implement any number of interfaces, and any class that
extends another class must implement all of the interfaces that are implemented by the
class that it extends (although it can also implement other interfaces). Like a class, an
interface defines a type, and an object that is an instance of a class that implements an
interface is an instance of that interface type as well. Since a class can implement mul-
tiple interfaces, the set of interfaces does not necessarily form a tree but at best a directed
graph (and, more generally, a lattice), and there is no single root to that graph. By
themselves, interfaces cannot be instantiated into objects, but parameters and return
values can be declared as interfaces. Only classes can be directly instantiated.

Somewhere in the ontological middle between classes and interfaces are abstract
classes. These are like standard classes in that they allow one to describe an associated
collection of data, and to define a set of methods on that data, and even implement
some of those methods. But like interfaces, abstract classes also allow a method to be
defined that has no implementation. The goal is to allow the implementation in classes
that extend the abstract class. Like interfaces, abstract classes cannot be directly
instantiated into objects. But like classes, only a single abstract class can be extended
by another class; abstract classes form part of the single-inheritance tree of classes.

This is the core (and, during the first years of the Java language, the only) mechanism
for defining a type in the Java language. But that is only part of the story of the type
system. The other part is how types get used in the language.

Historically, types have been used in computer languages to allow the compiler to
determine the amount of space to allocate for objects of the associated type. This is
relevant only for the types in the Java language that are defined by classes, since only
classes can have instances that need space allocated for them. Types are also used to
describe arguments and return values for methods, allowing the compiler or the run-
time system to know the sizes of those entities as well. If these were the only reason for
types in the Java environment, there would be no use for interfaces. Interfaces play into

* One example of this argument is given by Thomas Cargill in “Controversy: The Case Against Multiple
Inheritance in C++,” Computing Surveys Vol. 4 No. 1 (winter, 1991).
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the far more important use of the type system, which is to allow compile-time checking
of the arguments and return values passed to and returned from methods.

All methods in the Java language are defined by their name and by the types of their
arguments (the objects that are passed in to the method) and their return values (the
object, if there is one, that is handed back by the method).† If Foo, Bar, and Baz are all
types defined in our program, then we can define a method quux as:

Foo quux (Bar arg1, Baz arg2)

This tells us that the first argument passed in to the method quux must be of type Bar,
the second must be of type Baz, and the value returned will be an object (actually, a
reference to an object) of type Foo. Best of all, this is something that the compiler will
enforce. If we try to pass something other than a Bar into the method quux as the first
argument, we will be told that the object being passed in is not of the correct type, and
the compiler will refuse to compile the code. Further, if we have a method declared as:

Foo quux (Baz arg1, Bar arg2)

this will be seen as a different method than the one declared previously.

This makes the Java language type-safe; that is, it is impossible to pass (or return) an
object of the wrong type to a method. Those of us who use languages such as Java or
C++ are so used to this language feature that we tend to forget that there are many
languages that have a type system but are not type-safe. There are languages that use
types only to size objects, and allow anything to be sent into or returned from a method.
Those languages allow great flexibility, but also rely on the programmer to ensure that
the right things are handed to these methods. The Java compiler may trust, but it also
verifies.

Why Have Three?
Having three different ways to define a type—classes, abstract classes, and interfaces—
may seem excessive to some. Indeed, I have seen lots of code that never uses the
interface keyword and does all of its work with classes and abstract classes. This was
especially true in the early days of Java, when there was more worry about the efficiency
of the programs that were written in the language. Declaring a type using an interface
and then having that interface implemented by a class, the reasoning went, added an
extra level of indirection to call the methods that were defined in the interface. The
runtime performance of calling through an interface, on this view, was not something
that the designers were willing to pay. But even in the early days of the Java interpreter,
when acceptable performance was a real concern, this was such a minor optimization

† At this point, we are ignoring the exceptions that can be raised by a method. This is in part for simplicity, in
part because methods in Java cannot be distinguished purely on the basis of different exception values, and
in part because we will be discussing exceptions in a separate chapter.
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that it didn’t really make much sense. With the current performance of just-in-time
compilers, this objection makes no sense at all.

A second efficiency argument that is often presented against the use of Java interfaces
has to do not with the runtime efficiency of the program, but with the coding-time
efficiency of the programmer. On this argument, interfaces are to be avoided because
they duplicate information in the system, requiring the programmer to do more code
entry and create more files. Why declare an interface, such arguments go, when all of
the information about the method names, input parameters, and return values will just
have to be typed again when implementing a class that implements that interface?

Such thinking misses the importance of interfaces to good systems, and shows a failure
to understand how interfaces are part of what makes the type system in Java one of its
best features. The interface defines an abstraction that a class implementing that in-
terface makes concrete. Different classes may make the interface abstraction concrete
in different ways, but they still have the abstraction that is captured by the interface in
common. That Java has a way of expressing what these different implementations have
in common is a strength of the language, not a weakness.

The need for the declaration of the methods that appear in an interface to be duplicated
in the classes that implement the interface is also a strength rather than a weakness. By
separating the declaration of the method signatures from the class that implements the
method, the compiler can find those cases where a programmer changes the signature
of a method or makes a typo in the name of the method. Further, you can trust that
the other programmers on your team are using the same interface definition because
all the classes that implement a particular interface will share a common definition.
Even the objection that this split between defining interface and implementing class
causes extra typing is mitigated by modern integrated development environments
(IDEs), which will automatically insert the proper code in your class files.

It is in the declaration of the arguments and return values of a method that the notion
of an interface can first be seen as important. The compiler requires that the objects
passed into a method or returned from the method be of the declared type. But those
objects don’t need to be exactly of that type; they are required only to be of at least that
type. If the type is one that is defined by a class, then any object that is an instance of
a subclass of that class can be used. This means that you can pass a subclass into a
method that is declared as taking objects of the type of the superclass. This is interesting
because any method called on the object passed in will be dispatched to the code for
the subclass, not the superclass, which means that new things can happen inside of old
code.

As the name suggests, the real purpose of an interface is to give those who want to use
an object the set of operations that can be performed on the object. Just as the user
interface of a program determines how the human user can manipulate the program,
the Java interface, properly defined, tells a programmer how the object can be
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manipulated. The interface to an object is, in fact, a user interface, but the users are
programmers.

But the most important reason to use interfaces has to do with how they can clarify the
overall design of a system. When properly designed, an interface defines a semantic
unit, that is, a set of operations that give meaning to each other. As such, the interface
should be thought of as the basic unit of meaning in a Java program or a system of such
programs. This connection between the interface and meaning is generally not well
understood, so we will look at an example to see what I’m talking about.

Suppose we are building a system to keep track of statistics for baseball players. We
could try to keep all the information needed to generate all the possible kinds of sta-
tistics for every player in a single class, but that would be missing some knowledge
about the game (and the statistics kept about the players). Instead, we will define dif-
ferent interfaces for the different kinds of statistics and different kinds of players.

The most commonly known baseball statistics have to do with hitting. There are lots
of different statistics that we could keep on a hitter, but we will define an interface that
allows us to keep track of only a few:

package examples;
/**
 * An interface that defines the notion of a batter
 * in a baseball statistics package. Each at-bat will
 * be recorded for the hitter, along with the result of
 * that at-bat. Running totals of the important statistics
 * will be available.
 *
 */
public interface Batter {
    /**
     * The possible results of an at-bat for the hitter.
     *
     */
    enum AtBatResult {
        strikeOut, fieldOut, base1, base2, base3, base4, walk,
        reachOnError, sacrifice
    }
    /**
     * Return the batter's name. Note that the
     * interface does not define how the name is set;
     * this will be done when the object implementing the
     * interface is created and cannot be changed.
     * @return The name of the batter, as a string
     */
    String getName();
    /**
     * Method used to record an at-bat. The result
     * of the at-bat is passed in and recorded.
     * @param what The result of the at-bat
     */
    void atBat(AtBatResult what);
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/**
     * Return the batting average for the hitter, defined as
     * number of hits divided by the number of at-bats.
     * @return The batting average, as a float
     */
    float getAverage();
    /**
     * Return the on-base percentage for this hitter, defined as
     * (hits + walks)/at-bats.
     * @return the on-base percentage
     */
    float getOBP();
    /**
     * Return the slugging percentage for the batter, defined as
     * (total number of bases)/at-bats.
     * @return The slugging percentage, as a float
     */
    float getSlugging();
    /**
     * Return the total number of bases for the hitter.
     * @return Total bases, as an integer
     */
    int getTotalBases();
    /**
     * Return the total number of at-bats for this hitter. Note that
     * walks and sacrifices do not count as at-bats.
     * @return
     */
    int getAtBats();

}

So what, we can ask, are the semantics of the operations that we have defined in the
interface? A usual response to this question would refer to the internal representation
of the object that implements the interface. We would say that there are state variables
in any object of a class that implements the Batter interface that hold the number of
at-bats and the various results of those at-bats. But this explanation presupposes an
implementation of the Batter object that might not be the actual implementation. After
all, the class could have been implemented with an internal representation that calcu-
lated the number of at-bats from the sum of the various results, or calculated the various
averages on the fly. One of the reasons that we use object-oriented techniques is to
allow for such variation where the different implementation strategies don’t change the
semantics of the interface. But that means that we have a notion of the semantics of the
interface that is separate from the implementation.

A far more accurate way to explain the semantics of the interface is to give the meanings
of the methods in terms of each other. The meaning of getAtBats(), on this approach,
is that it returns the value equivalent to the number of times the atBat() method has
been called with an argument other than walk or sacrifice. The methods that return
the various statistics can be explained with reference to each other or to the atBat()
method. Such descriptions not only allow you to give the semantics of a method without

12 | Chapter 2: The Type System



presupposing the implementation of that method, but also help to make sure that you
are designing your interfaces correctly. If you can’t describe the meaning of your
interface without referring to methods of some other interface, then you have two in-
terfaces that are dependent on each other, and that dependency should be reflected in
some way. If you have to describe the semantics of the operations of an interface by
referring to something in the implementation of a class, then you have an interface that
depends on implementation details, and something is wrong with your design.

The side effect of explaining the semantics of a method in terms of the effect on other
methods within the interface is that it gives an immediate way to write some quick tests
for any class that attempts to implement that interface. For example, if we wanted to
test implementations of the Batter interface, we could write a simple class like:

package examples.test;

import org.junit.Test;
import examples.Batter
import examples.Batter.AtBatResults;
    /**
     * A class that checks an implementation of the Batter
     * interface. An instance of the class will be initialized with
     * an array of AtBatResult objects that will be used to generate
     * statistics in a Batter instance. The tests will then ensure
     * that the statistics reported are correct.
     * For simplicity's sake, the current implementation
     * only checks the Slugging Average.
     */
public class CheckBatter {
    private Batter.AtBatResult[] testData;

    public CheckBatter(Batter.AtBatResult[] data){
        testData = data;
    }
    @Test
    public void testGetSlugging() {

        for (int i = 0; i < testBatters.length; i++) {
            float testAvg = testBatters[i].getSlugging();
            float calcAvg = (float)testBatters[i].getTotalBases()
                    / (float)testBatters[i].getAtBats();
            assertEquals("Slugging test", testAvg, calcAvg, .02);
            }
        ...
    }

This simple test uses the JUnit testing framework, which will be discussed in Chap-
ter 11. The important thing to understand is that the test creates an object that holds
an array of AtBatResults instances. When passed an object that implements the
Batter interface, it calls the atBat() method with the results, and checks to make sure
that the slugging average, total bases, and total at-bats statistics obey the invariant that
defines those statistics. This is a very simple case; the real point to this example is that
the test cases follow directly from the explanation of the meaning of the methods in
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the interface, without needing to reference any of the internal state of the object instance
of the class being tested. That Java enables this sort of abstract description and testing
is one of the good parts of the language.

Now let’s consider a second interface for our baseball statistics package, which we will
use to keep track of fielding statistics. Fielding has no relationship to hitting, so there
is no need to refer to any of the hitting statistics to explain the fielding statistics. Since
we are using interfaces as the unit of meaning, we will declare a new interface to deal
with this new set of statistics. Our fielding statistics interface looks like:

package examples;

/**
 * An interface that defines the notion of a fielder
 * in a baseball statistics package. A fielder will have
 * attempts, which will be recorded along with the results
 * of that attempt. Running statistics for the fielder
 * are then available.
 *
 */
public interface Fielder {
    /**
     * Enumeration of the possible results of a fielding
     * try. Results are either an out, an error, or an
     * assist.
     *
     */
    enum AttemptResult{
        putOut, error, assist
        }

    /**
     * Record a fielding try
     * @param what The result of the try
     */
    void fieldTry(AttemptResult what);

    /**
     * Record that an inning has been played by the fielder.
     */
    void playInning();

    /**
     * Return the fielding average, defined as (trys - errors)/trys.
     * @return A float that is the player's fielding average
     */
    float getFieldingAverage();

    /**
     * Return the player's fielding range, defined as
     * ((putouts + assists)/innings) * 9.
     * @return a float that is the fielder's range
     */
    float getRange();
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    /**
     * The number of assists (total) for this player.
     * @return the assists, as an integer
     */
    int getAssists();

    /**
     * The number of fielding attempts by this player.
     * @return The attempts, as an integer
     */
    int getAttempts();

    /**
     * The number of errors committed by this player.
     * @return the number of errors, as an integer
     */
    int getErrors();

    /**
     * Return the name for this player. Note that the interface
     * does not define how the name is set; this is done when
     * an object implementing this interface is created.
     * @return the name of the player, as a String
     */
    String getName();

}

This interface defines a set of statistics that can be explained in terms of each other,
but none of them need to refer to the statistics defined in the Batter interface. So we
do have independent units of meaning, which helps to validate our design. We can
further validate this separation by realizing that, while most Player objects will imple-
ment both of these interfaces, there is no necessary connection or requirement that they
do. Not all batters need to be fielders (especially in the American League, but even in
the National League there are players who are only pinch-hitters). Not all fielders are
hitters (pitchers in the American League). More importantly, the semantics surround-
ing the statistics of hitting have nothing to do with the semantics of the statistics that
relate to fielding. So we define the two in separate interfaces, mixing them in those
implementations where both are needed, but keeping them conceptually separate in
our design.

Once we start thinking this way, we see that there are a number of other relationships
that we can capture in the type system. All catchers, for example, are fielders, but there
are other fielding statistics we might want to track (such as passed balls) that apply only
to catchers. This would lead us to a Catcher interface that extends the Fielder interface.
Similarly, all pitchers are fielders, but there is a dizzying array of statistics that we would
want to track for pitchers that don’t apply to other fielders. Whether we want a
Pitcher interface to extend the basic Fielder interface or have a separate interface just
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for pitching statistics (and then have the Pitcher class implement both of those inter-
faces) is a separate design decision.

The good part about Java’s type system is that the separation between interface and
class allows us to do our semantic design (which has to do with interfaces) separately
from our class design (which has to do with implementations). Such a separation allows
us to think about the meaning without thinking about how we are going to implement
that meaning, simplifying both tasks.

Inside and Out
This leads us back to why it is important to declare arguments and return values using
interfaces rather than classes. When you pass in an object to a method, all that the code
in the method should care about is the set of operations that can be performed on that
object. How the method is implemented should never be assumed by the method that
receives the object, because that can always change. In fact, all that the method should
care about are the relations between the various methods for the objects that are passed
in. And this is what is defined by the interface, not the class.

Similarly, all the recipient of a return value object should have to know about that object
is the set of operations that can be performed on it. There is no need to know how those
operations are implemented or the actual state that is stored in the object. There may
even be other operations on the object that are not relevant to the receiver. All that
needs to be known is the interface of the object returned.

This gives us a guideline for good use of the Java type system. Interfaces are used to
define sets of interrelated operations that, taken together, form a unit of meaning in an
application. An interface tells us a minimum of what an object does, and is the way to
define arguments and return values for a method. Methods require as arguments objects
that do at least what the interfaces specify, and methods return an object that does at
least what the interface specified as the return value requires.

Classes, on the other hand, allow us to define a set of related data, and to associate that
data with the code that is used to manipulate that data. Classes really allow us to do
the basic association of object-oriented programming, which is to associate some col-
lection of data with the code that is used to manipulate that data. The association of
inheritance allows us to extend both the set of data that is clustered together and the
code that manipulates the data. When we extend one class with another class, we can
add data to the collection that is associated, add or replace implementations of the
methods that manipulate the data, or simply reuse the code that was written for the
class being extended.

If we take this distinction between class and interface seriously, we end up with an
overarching rule for good design. Methods will be declared in an interface, along with
the other methods that, taken together, form a semantic unit. Extensions of an interface

16 | Chapter 2: The Type System



will declare methods that can refine the meaning of the original interface. The argu-
ments and return values of these methods will all be defined in interfaces as well.

Classes will define a set of data items that can be used to store information for the
particular implementation of the class (hidden, as will be discussed in a different chap-
ter), and will specify a set of interfaces that declare the methods used to manipulate the
state. A class will also contain the code that is used to implement the methods declared
in the interface. This code may include additional implementation-specific “helper
methods” that are not declared in the interfaces. In this way classes provide the concrete
details of a particular implementation of some set of interfaces.

Is there ever a time when you want to declare the type of an argument or a return value
to be a class rather than an interface? Since a class is a concrete implementation of some
particular set of methods, the only time you would want to do this would be if there
were only one possible way to implement those methods. There have been some times
when I have believed this of a class, but in all such cases the passage of time has proved
me wrong. I can only speak from my personal experience, but whenever I’ve declared
a method to have an argument or a return value that isn’t of some interface type, I have
later regretted it. Your mileage may vary, but not by much. If your system is going to
last, you are better off ensuring that all methods take arguments and return values
declared with interfaces.

There are rare times when you might want to declare a method as part of defining a
class rather than as part of an interface. This most often happens when you need to add
a method or two to the objects of a class that aren’t really part of the core functionality
of that class and really are tied to a particular implementation. One example of this is
when you want to break the implementation of an externally visible method into more
manageable pieces. Another example is debugging methods, or those that allow you
(the programmer) to look at parts of the internal state of the object. Even in these cases,
you may find that you are adding the same collection of methods to different classes,
which is a sure sign that you should have declared an interface with the methods so
that you can find all of the places where the methods are used. But often expediency
will get in the way of good design. These methods are the design equivalent of belching
in public; you know that you shouldn’t do it, but sometimes it is required.

Then, of course, there are times when you are defining some class that is internal glue
to some implementation you have, or that is needed inside of some code that you didn’t
write but need to fix. Spending the time to build an appropriate abstraction in the form
of an interface may not be needed or even justified in these conditions. Like everything
else in software, there are no absolute design rules, and good design requires judgment
on the part of the designer. But not defining the interface, and not using that interface
in method declarations, should be the exception rather than the rule.

Inside and Out | 17



Beware
Although the type system in Java is a great aid in building large-scale software, there
are some features of the system to avoid (we will see them in a moment), and others
that are, at best, odd. We will look at one of the oddities first. This is an aspect of the
type system that could trip up a design (although it rarely does).

We can see an example of what I am talking about in our baseball statistics package.
In this package we have two interfaces, the Batter and the Fielder interface, that both
have a method declared as:

String getName();

which is supposed to return the name of the player whose statistics are being held in
the object that implements the interface. The methods have the same signature; they
each take no argument and they each return a String. If we have some class that im-
plements both of the interfaces, we need to know how to deal with a single method
that is defined in two different interfaces.

For this case, the way the Java language works corresponds nicely to our intuitions.
What the Java language says in this case is that there is really only one method to be
implemented, even though it is defined in two different interfaces. The getName()
method in the two interfaces is really the same method.

Although this works fine in this case, we can think of others where it would be more
of a problem. Consider an interface for a graphical object, which defines methods to
get and set the origin of the object, and one to make the object appear on the screen:

public interface GraphicsObject{
    Point getOrigin();
    void setOrigin(Point newOrigin);
    boolean draw(Point drawOrigin);
    ...
    }

Now suppose that we have a separate interface in which we define the activity of the
Cowboy objects that are going to be part of our program:

public interface Cowboy {
     boolean ride(Horse toRide);
     boolean rope(Cow toRope);
     boolean draw(Point toShoot);
    ...
}

Our Cowboy objects do the usual things that cowboys do. They ride (or try to ride) horses.
They rope cows. But they also get into gunfights, where they have to draw their pistols
and fire at some particular point.

But now we want to build a new computer game with a Wild West theme, and we need
to define a class:
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public class GraphicalCowboy implements GraphicsObject, Cowboy {
...
}

As in our previous example having to do with baseball statistics, we find that we have
a method with the same name and signature defined in two different interfaces that are
implemented by the same class. In this case we want very different implementations
for the two methods. But given the type system of Java, we can’t; there is only one
Draw() method, even at the GraphicalCowboy level.

This problem is caused because Java interfaces do not create a separate namespace,
and hence there is no way to disambiguate the draw() that is defined in the Cowboy
interface from the draw() that is defined in the GraphicsObject interface. The methods
have the same name, take the same argument, and return the same value. So from the
Java point of view, they must be the same.‡ It doesn’t have to be this way. It would
have been possible to define Java interfaces so that they created their own namespace,
and we could distinguish between GraphicalObject.draw() and Cowboy.draw() in the
same way that we can use packages to distinguish between classes or interfaces that
have the same name. It would mean that when you were implementing a class that has
two methods from different interfaces with the same name and you want to share the
implementation, you would need to implement one by making a call to the other, which
creates its own set of headaches. But Java isn’t that way, and making the change now
could result in breaking a lot of existing code, so it will probably never be that way.

This sort of example warrants only a warning because it rarely, if ever, becomes a
problem in actual systems. I don’t think that I have ever encountered this problem in
the wild. This does mean that you should try to have descriptive names for your meth-
ods when you define an interface, and should think of other meanings of those method
names that could result in some other interface using the same name (and method
signature) for a method with a very different semantics. Method names such as
method1() or doIt() should be avoided, for this reason and many others.§ But if you
are building a large system with methods named like that, then the equivalence of such
methods in different interfaces may be low down in your list of worries.

A Real Problem
Whereas the lack of different namespaces in different interfaces is a potential problem
that hardly ever surfaces, the type system in Java does have one characteristic that will
eventually bite just about everyone doing a large system in the language. And it all
started out so simply, and with such good intentions.

‡ Ted Goldstein, late of Sun Labs and then of Apple Computer, first described this particular example of the
general problem of undifferentiated method names in interfaces to me.

§ This could actually lead to a notion of the tragedy of the common namespace. If no one uses names like this,
it is fine for you to do it. But if anyone else does, you shouldn’t. But there are other reasons that you shouldn’t,
so don’t.
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Java was originally the way to provide active content on the World Wide Web. App-
lets, a particular kind of Java object that was recognized by browsers, could be sent
from one website to the browser to animate, compute, or otherwise enliven what until
then had been static content from the Web. The reason people were willing to allow
such applets into their browser was that the applets (and Java in general) were billed
as secure. The Java language made it difficult to write badly behaved viruses, the Java
security model kept the applets from grabbing local resources, and the isolation pro-
vided by the Java object system kept different applets from interfering with each other.
It is hard to remember that Java, now thought of as a heavyweight enterprise environ-
ment, started its life (and gained its original popularity) as a lightweight, secure
environment to enliven web pages.

But as Java’s popularity was skyrocketing, a security flaw was found. Java allows
static fields in classes, which are shared among all members of the class. This allowed
a backdoor mechanism for applets to communicate with each other. If two applets were
members of a class that shared a static variable, they could use that static variable to
exchange information between themselves. Thinking about this now, it doesn’t seem
like all that serious a security problem. But at the time, it was seen as a crack in the Java
security facade, and it needed to be fixed quickly without breaking the code that already
existed out in the world.

Here is how the problem was fixed. All Java classes get loaded by a classloader, which
is a part of the virtual machine that brings in the bytecodes for a class and dynamically
links in that class. So the first part of the fix was to make sure that each applet was
loaded by a different classloader; the actual restriction was that classes coming from
different locations on the Internet had to be loaded by different classloaders. So an
applet that came from one website would need to be loaded using a different classloader
than an applet that came from a different website. On top of this, the runtime type of
an object was redefined to be the combination of the compile-time type (that is, the
combination of the class and the interfaces implemented by the class) and the class-
loader. Since applets from different web pages would be loaded by different
classloaders, they would be considered by the runtime system to be of different types,
even if they had the same compile-time type. Since they were of different runtime types,
they wouldn’t share static fields, so the backdoor communication that led to the se-
curity worry would be eliminated. The solution worked, would not break any code that
was not relying on insecure features, and was reasonably easy to implement.

But it also meant that there was now a difference between the definitions of the compile-
time type of an object and the runtime type of that object. Usually this doesn’t matter.
If you are not loading objects over the network (more on that later) or introducing your
own classloaders (which is becoming more common as people decide that classloaders
are a hook for all sorts of things), two objects that have the same compile-time type
will be of the same runtime type. But God have mercy on your soul if you ever have a
program or system where you cross classloader boundaries. Sometimes you won’t
notice (because the types you are passing across the boundary are actually first defined
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in a common parent classloader). But when you do, you will be told that the type of an
object that you are using is incompatible with the declared type, even though the source
code says that they are the same. Good luck in finding the problem; even more luck
will be needed to fix the problem (which generally requires introducing more class-
loaders, making it even more likely that another problem like this will pop up).

Still, the type system of the Java language overall is a great way to help you design,
implement, and maintain a system. It gives a structure for describing the outside of an
object, and a separate way for constructing the inside. It lets the compiler tell you when
things are out of whack. And it gives you a way of building units of meaning that can
be shared, extended, and explained. It could be better, but as it is, it’s pretty good.
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