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The images in the chapter openers of this book are stills taken from 
the video blogs at Rocketboom.com, a New York City–based daily 
international news program that covers a wide range of information 

and commentary from top news stories to contemporary Internet 
culture. The author gratefully acknowledges Rocketboom.com for 
its assistance and generous permission to use these images to help 

wryly illustrate what some might consider a dry subject. 

Thank you. Keep up your unique perspective on us!
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Preface

Real life is often more fantastic than fiction  
if you just take the time to live it.

—Thomas Harrison (the author’s father)



xii Preface

I wrote The Sustainable Network late in the evenings. My husband and I would put 
our two girls to bed and then he would settle into whatever he was doing and I would 
sit down and try to write. I would start by thinking of the events and news of the 

day. It seemed the world was spoon-feeding me more and more examples of how the 
network has infiltrated our lives, our society, our culture. I can’t tell you how many 
days I would read the morning headlines and find direct ties to what I was intending to 
write that evening. They were like signposts telling me that I was on the right track, that 
I wasn’t just theorizing the sustainable network, but rather documenting its existence. 

And as I went through the various stages of editing and production that O’Reilly and 
its staff handled so expertly, I struggled with wanting to update this book’s pages daily 
with all that had happened in the world. “Yikes,” I would say while reading some news 
story, “this is perfect for Chapter x.” Right up to press time, I’m afraid I continued to 
badger the editors to include just one more little update. “Please. Pretty please. North 
Korea just launched a cyberattack against websites in Seoul….”

The network is a dynamic entity, as dynamic as the world itself, and ultimately I had to 
back off my desires for this book to represent that dynamic-ism in its most up-to-date 
incarnation. Ultimately I had to admit to myself that this book would be outdated the 
day it arrived. But that fact simply goes to prove that the sustainable network isn’t just 
a vision, it’s a reality. Every day there are examples of how all the various connections 
created, enabled, and supported by the network are sustaining new developments and 
opportunities. 

So I hope that when reading this book, you too will start to recognize this network that 
is all around you, and maybe, by somewhere in the middle of the book, you will start 
to see its influence on the world and begin to understand your personal relationship 
with it. The network is in every political, economic, and social script that plays out on a 
local, regional, and international stage. It’s in the way you live your life and do your job. 
And once it’s called out and recognized for the role it plays—as a powerful tool that can 
be used to sustain change—there’s a chance we can better address some of the tougher 
problems facing our planet today. At least that’s my hope. 

If this book can help open your eyes a little to the networking industry and this connec-
tive tissue called the network (sometimes boiled down to the Internet, but which is by 
no means indicative of all it entails), then I will have accomplished what I set out to do. 
Sure, the network is made of cables, routers, acronyms, and geeky things you may never 
care to know too much about, but it is important that you know enough to be able to 
understand its significance and then help shape the role it plays in our lives. That’s why 
it’s in the news every single day and terms like broadband, 3G, tweets, and smart grids 
are a part of our everyday vernacular. 
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In this book, I attempt to lay out the context and provide some background on the 
network that is rapidly changing the world. Only through greater understanding of this 
thing that connects us all in ways we never thought possible and helps us tackle prob-
lems we previously thought unsolvable does it have a chance to really make a difference. 

Acknowledgments
The happiest moments my heart knows are those in which it is 

pouring forth its affections to a few esteemed characters.
—Thomas Jefferson

Many, many people have come before me, and many more will follow. But over the 
course of the past two years, some stopped to help me craft this book, and I am indebted 
to them all. 

To start, I would like to thank Nir Zuk, a technology visionary who patiently explained 
the inner workings of the network to me, a nonengineer, and continued to listen and 
advise as I wrestled with the content of this book. I am also indebted to many oth-
ers for their time and explanations over the years, particularly Kowsik Guruswamy, 
Ajit Sancheti, Jens Schmidt, Bryan Burns, Avishai Avivi, Rakesh Loonkar, Lee Klarich, 
Akhlaq Ahmed Ali, Kent Watson, Chris Cantrell, Eric Moret, Moshe Shaham, Glen 
Gibson, Arnit Green, and Mike Kouri, who helped me make sense of the “weeds.” I 
would also like to thank Jonathan Zdziarski, Ted Ritter, and Chris Zimmerman, who 
took the time to read and provide insights into chapters of my book. I have also been 
fortunate to have great mentors in my career and would like to thank Robert Ma, Toby 
Zwikel, and Michael Hakkert for being such solid sounding boards on which I could 
always depend. 

I am also thankful for the support of everyone in the Juniper Networks community. 
I appreciate the time offered by Leonid Burakovsky, Spencer Greene, Luc Ceuppens, 
Greg Friedmann, and Brad Minnis to read sections, and I am grateful to everyone who 
took an interest. Thank you Oliver Tavakoli, Mark Bauhaus, Andrew Coward, Dina 
Milazzo, Mike Banic, Manoj Leelanivas, Susan Ursch, Ronit Polak, Dorie Ravara, Susan 
Stover, Susan Lane, Gina Ahern, Michele Felder, Michelle Bhatia, Alan Sardella, Carolyn 
Rohrer, Penny Still, Trevor Dearing, Beth Gage, Michael Kluwin, Kristal Ferchau, David 
Asplund, Craig Strachman, Dean Hickman-Smith, Anya Harris, Nikhil Shah, and so 
many others. No matter how small or quick, your words of encouragement were like 
lifelines to me during this long journey. 



xiv Preface

Of course, the people at O’Reilly, who have held my hands through this process as a 
first-time author, have been invaluable. I am extremely appreciative of Mike Loukides’s 
guidance and the support of Betsy Waliszewski and Sarah Kim, not to mention my 
copyeditor, Amy Thomson. I also want to extend a thank you to Nancy Koerbel for the 
careful reading and suggestions. 

Then there is Patrick Ames, my editor. I am not sure I can ever thank him enough for 
all he has done for me and for this book. Without him, there would be no book. Thank 
you, Patrick, for believing in me and my ideas. Thank you for keeping me on track and 
being understanding of my quirks (no outlines). Thank you for your countless hours—I 
know you were up late at night right along with me—and the dedication you had to see 
this through. I am forever grateful. 

Last, but certainly not least, I want to thank my family and friends. Their unwavering 
support and belief in me gave me the crazy notion that I could actually do this. While 
my dad passed away more than five years ago, he left me his trust in the possible, which 
kept me going when I had doubts. I want to thank my mom for her unconditional love, 
Uncle Ralph for his sanity checks, my in-laws for their enthusiasm, and all my family 
members and friends who in their own way helped me come to this point. To my hus-
band and my girls, I do it all for you, with the acknowledgment that I will never be able 
to match all the gifts in life that you give me. I am very fortunate to have so many loving 
people in my life who inspire me to take leaps and be the better me. Thank you.

—Sarah Sorensen

Comments and Questions
Please address comments and questions concerning this book to the publisher:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)

707-829-0515 (international or local)

707-829-0104 (fax)



Preface  xv

We have a web page for this book, where we list errata, examples, and any additional 
information. You can access this page at:

http://oreilly.com/catalog/9780596157036/

To comment or ask technical questions about this book, send email to:

bookquestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O’Reilly 
Network, see our website at:

http://oreilly.com

To contact or learn more about the author, you can go to her author page on O’Reilly 
at: 

http://www.oreillynet.com/pub/au/3718

or her website at: 

http://www.sarahsorensen.com

or send an email to: 

sarah@sarahsorensen.com

Safari® Books Online
Safari Books Online is an on-demand digital library that lets you eas-
ily search over 7,500 technology and creative reference books and 
videos to find the answers you need quickly.

With a subscription, you can read any page and watch any video from our library 
online. Read books on your cell phone and mobile devices. Access new titles before they 
areavailable for print, and get exclusive access to manuscripts in development and post 
feedback for the authors. Copy and paste code samples, organize your favorites, down-
load chapters, bookmark key sections, create notes, print out pages, and benefit from 
tons of other time-saving features.

O’Reilly Media has uploaded this book to the Safari Books Online service. To have full 
digital access to this book and others on similar topics from O’Reilly and other publish-
ers, sign up for free at http://my.safaribooksonline.com.

http://oreilly.com/catalog/9780596157036/
mailto:bookquestions%40oreilly.com?subject=
http://oreilly.com
http://www.oreillynet.com/pub/au/3718
http://www.sarahsorensen.com
mailto:sarah%40sarahsorensen.com?subject=
http://my.safaribooksonline.com




C h A P T e r  1

I Am a Node

We cannot live for ourselves alone. Our lives are connected by a 
thousand invisible threads, and along these sympathetic fibers, 

our actions run as causes and return to us as results.

—Herman Melville
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Iam one of the more than 1.6 billion people in this world who is connected to the 
Internet, which is the world’s largest public network. And like many of those billion 
or so, I spend a lot of time online, yet, for some reason, I had never really taken a step 

back to acknowledge the far-reaching implications of my ever-growing dependence on 
this connective technology. When I did, it hit me—the network really is changing the 
world. It’s shepherding in the Digital Information Age that’s shifting how we perceive, 
interact, and live in this world. And it’s just the beginning. We are at a historic inflection 
point—one that our children’s children will look back upon and study, like the Renais-
sance or Industrial Revolution.

You might be saying to yourself, “But the Internet has been mainstream for some time 
now; what’s she talking about?” My point is that it’s only within the last few years that 
it’s become indispensable. It’s only recently that we have come to accept it as an ever-
present technology and use it to facilitate more and more of our daily lives. It was only 
a short time ago that it was my network, connecting my circle of friends and interests, 
and most other people simply used it the same way as me. Now, in a split second, 
it’s different; now, it’s a global network and I am one of billions of nodes (connection 
points) on it. We all are. 

This is important. The network is any and all connections between computing devices. 
If you think of human anatomy, the network is like the intricate nervous system that 
takes messages from the brain to the rest of the body and takes feedback from the body 
back to the brain. It’s responsible for processing critical information about the body and 
its surroundings to allow individuals to react to and regulate its behavior. The same is 
true of the network; it’s a complex system optimized to transport and process all com-
munications within its boundaries. The difference is really in the scale and scope on 
which the network can operate, which has no bounds. 

Many people think of the network as the Internet. While the Internet is a network and 
certainly fits in the overall definition, the sustainable network discussed in this book is 
so much more. Just as there are the central nervous system and the peripheral nervous 
system in the body, you could say there is the public Internet and then all of the other 
networks in the world, which range from simple, connecting only one or two devices 
(say, your home network), to extremely complicated, connecting hundreds of thou-
sands of devices and resources (say, a government, Fortune 500 company, or research 
network). 

In a nutshell, the network is the foundation for the world’s global communications 
infrastructure, which includes the Internet, as well as all the private domains of indi-
viduals, companies, governments, and institutions. The network supports all types of 
connections from all different types of computing devices (desktops, phones, and even 
building management controls). It facilitates conversations between people as well as 
inanimate objects (ever program your TV to record a show by using your phone?). It’s 
a world filled with enough acronyms and unique terminology to make your head spin. 
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Wondering what I mean? Ever heard of LTE, IPTV, MPLS, or a PIM_SM bootstrap 
router? And this seeming complexity is one reason I would venture to guess that most of 
us would not be able to describe how the network works or what it really is.

The applications tend to get all the glory because they deliver the tangible “value” to 
you (ranging from email to a customer relationship management web tool to the mas-
sive role-playing game World of Warcraft), but it’s the network that does the behind-the-
scenes work. It’s playing the connector role, fostering the relationships that are essential 
for these applications to maximize their value. And yet, this network, which is a part of 
every day of our lives, remains a mystery to most of us. 

I thought of Thomas L. Friedman’s book, The World is Flat (Farrar, Straus, and Giroux), 
and how he eloquently wrote about the new era of the individual, where everyone has the 
ability to participate, collaborate, and compete on a global scale. While there are a lot of 
forces at work impacting and shaping this “flattening,” I couldn’t help but think the deep 
dark secret in all this is the network. It’s at the heart of it all. It’s the enabling technology. 
It’s fueling this era of rapid globalization and individual empowerment. It’s changing the 
way we interact with our friends and family, conduct politics, and do business. It even 
impacts our planet. 

You might ask, “So, why do I need to care about the network, when all I’m really inter-
ested in are the applications?”

Well, not only are we all nodes on the network, but the real worry is that if we don’t 
care, we could miss a vital opportunity. The network represents a great platform for 
change because it establishes relationships between people, things, governments, and 
economies by creating, enabling, and supporting all the connections that have come to 
tie us together in one way or another. As such, it’s one of our best tools for sustainable 
progress, change, and action. 

It’s a symbiotic relationship. The network offers us a sustainable platform for change, 
but we must in turn sustain it. The network’s capacity to build, develop, and leverage 
these relationships enables it to take on a life of its own and perpetuate its growth—
there are always new needs, interests, and connections to be made. Similarly, the more 
we are exposed to it (such as with the expanded availability of broadband), the more 
uses we find for it and the more we want and need it. But we must protect it and use it 
to its best advantage so that it can help as we tackle some of the hardest environmental, 
economic, social, and political challenges facing us. 

Remember, we are all nodes on this network. It’s the one thing that unites us all, no mat-
ter who you are or where you live. As such, it’s a tool for enacting change. And it’s one 
that already exists. We don’t need to wait for its time to come—it’s here. It has already 
set in motion changes that are infiltrating every aspect of our lives. Today, individuals, 
businesses, and countries can connect and influence people, ideas, and events in ways 
never before possible. By understanding the role the sustainable network plays in our 
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lives, we can identify new extensions for this foundational technology and potentially 
derive more benefits and increase its influence. 

But it’s not all rosy. There are risks to the network that threaten its ongoing capability to 
provide a sustainable platform for change. And we need to understand those risks so we 
can mitigate and prevent them. To grow its reach and applicability, the network depends 
on investment. When money gets tight, it requires an ongoing commitment to invest in 
network buildouts that often have no immediate short-term payoff but are essential to 
long-term viability. And there’s a dark side, too. In the wrong hands, these connections 
can be exploited and used to steal identities, blackmail, lure victims, infringe on an indi-
vidual’s rights, and, in the direst of circumstances, disable governments and endanger 
lives—the stuff of good crime shows and novels, only real. 

Still, when I think about the network and all the implications of our ever-growing depen-
dence on this connective technology, I am not afraid, but rather inspired, by the potential 
opportunities the network represents. I am electrified by the thought that if people really 
knew what the network was and what it can do, we might be able to save time, energy, 
and effort on a scale that would actually make a dent in the world today. 

It’s in this vein that I set out to shed light on the role the network plays as a sustainabil-
ity agent to support energy conservation and economic, social, and political innovation. 
And to understand that, it’s important to understand what the network is and what 
it isn’t, its good qualities and the potential dangers associated with it. With a better 
understanding comes the opportunity to create better solutions, so this book sets out to 
demystify the network and provide examples of what it’s already addressing and where 
it could be improved to enable greater change with greater impact. 

The aim is to challenge every government, business, and individual to find their place 
in the global network. With this awareness, we can adapt to the speed at which things 
are changing, understand how everything is becoming interconnected, and recognize the 
new opportunities and challenges that come with living and working in this increasingly 
connected world. And then together we can develop more sustainable environmental, 
economic, social, and political models in this Digital Information Age. 

The issues are complex, with many interdependencies. Real solutions will be developed 
from lots of small changes, new ideas, and many pieces working in concert—every node 
needs to play a role. There are also peripheral discussions and market and political 
influences that will shape the end state. But at its core, it’s undeniable: the network 
plays the connector role, facilitating the relationships that will be instrumental to all our 
efforts to make this world a more sustainable one. 
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What Is the Network: 
How Does It Work? 

When we try to pick out anything by itself, we find it hitched  
to everything else in the Universe.

—John Muir
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It was just 10 years ago that the world started to see the network as a really new 
thing, even though it had been building momentum for years. Email began to replace 
faxes as a major mode of business and legal communication. Personal mobile phones 

started to really take off (until then, they typically were reserved for key executives as 
a perk and status symbol). Music was something you still went to the store to buy and 
listened to on a CD player. News was delivered to your doorstep. When you needed 
directions, you pulled out a map. When you wanted to see what was going on at your 
house or the street you lived on, you had to be there. 

Today, it seems that everyone goes online to do everything. 

Email addresses are as common as phone numbers. Cell phones are more important 
than landline telephones. You can hear a song in your favorite coffee shop, use your 
iPhone to identify it, buy it, and then listen to it on your way home. You can look up 
directions from so many different devices that sometimes you have to pause to decide 
which technology to use. You can see your street from your desktop at work and moni-
tor your house from halfway across the world. You can turn on the lights, move the 
Nannycam, and schedule your TV to record a new program with the click of a button. 
You can buy anything in the world from your laptop, from cars to houses, trade any-
thing away, or swap and sell what you don’t want or need with someone online who 
does. You can play a game with someone in Russia and you can have a real-time video-
conference with people in Finland, Texas, Singapore, and Zambia. And I haven’t even 
scratched the surface.

Somewhere between the dot.com bust, when we all laughed at how an Internet com-
pany could be worth more on paper than General Motors, and now, a mere decade 
later, something has happened. We passed a tipping point in terms of uses and user 
adoption. Now, we use the network every day of our lives, whether we realize it or not. 

Because of the network’s pervasive and inevitable influence on our lives, it’s important 
to understand how it works. With greater understanding, there can be greater possibili-
ties, which can come in handy these days.

Linking Things Together
The network unlocks the value of all the computing devices and applications we use 
by linking them together. Take your cell phone, for example. If you can’t reach anyone, 
it’s nothing more than an expensive fashion accessory. It’s the network that really gives 
it value. When you start to extend that value to your other connected devices, the vast 
expanse of the network starts to come into focus. 

So, how does the network do this linking, and how does it work? 
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The answer is complicated, so let’s use an analogy. Say you are writing a letter to your 
mother (I know, I know, but stay with me here). You start by getting out your stationery 
and putting pen to paper to compose your letter—that represents your application, say, 
your email program. It’s what you (the user) actually interact with to do something—in 
this case, creating content. To take it a step further, the paper is your screen, or inter-
face, and the pen is your mouse, keyboard, or keypad. 

Once you have written the letter, you place it in an envelope and then address the enve-
lope with a zip code to ensure that all those who handle the letter as it goes through the 
mail system know exactly where it needs to go. Then you physically place the letter into 
the mail system, either by handing it to a postal clerk or dropping it into a mailbox. At 
that point, the postal clerks (or machines) sort and mark the envelope with a routing 
code (often embedded in that bar code at the bottom of a sent letter) that tells all the 
mail handlers where it needs to go and the best route to get it there (Figure 2-1).

John Doe
123Tarsier St.
Tampa, FL
33601

Seattle

Tampa

2 3 4 5 6 7 8 9 0 1

John Doe
123Tarsier St.
Tampa, FL
33601

Figure 2-1. The network process is very similar to that of snailmail (the traditional postal system 
that can take days to route a package between sender and receiver).

Now let’s assume you are connected to the Internet via your computer, phone, or other 
networked device and you are using the device’s email application to create and send a 
message. When you click the Send button, the email application automatically packages 
your message (stuffing it into an envelope, so to speak) and passes it to the email server, 
which is like the post office clerk who marks the mail with the address and routing 
information that tells the system exactly where the mail is supposed to be delivered. The 
email server is a physical device that your email application is connected to via the net-
work, and it is actually what you are connecting to when you access your email messages. 
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The email server plays a “translator” role, taking the content from your email application 
and transforming it into a format or language that is understood by the traffic-handling 
devices in the network (think of them like trucks or mail-sorting machines), ensuring 
that they have the right information to send the email message where it needs to go 
(Figure 2-2). 

Seattle Minneapolis

Kansas

Dallas

Tampa

Figure 2-2. The reason they call it email is because the information is sent digitally across the 
network and uses electricity to do so (more about the network’s electric needs later in this book).

Protocols
Just as there are specific ways to address your letter (use the recipient’s name, street 
address, zip code, and country), there are specific ways to address the “packages” being 
sent across the network. These are called protocols, and they are agreed-upon standard 
formats that allow the various devices (mail handlers) to understand and interact with 
one another. 

As I have already described, there is an ever-increasing number of computing device types 
connecting to the network, ranging from computers and phones to cameras, cars, TVs, 
and even refrigerators. These diverse devices can ultimately communicate with one another 
using the standardized set of protocols that govern the network, dictating how information 
should be received and transmitted across the network by all participating devices. 

Just as there are conventions regarding what you should do and say when you first meet 
someone (“Hello, my name is Sam. Nice to meet you”) and what to expect as a response 
(“Hi, my name is John, good to meet you, too”), there are conventions regarding what 
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these network devices expect to see when they encounter a package and how they 
respond to that information once they encounter it. 

This information is predictably contained in headers that are added to the content—in 
our case, the text of your email. These headers provide a variety of additional informa-
tion that serves as pointers for the devices that handle and direct the traffic on the net-
work to make sure your message is delivered to the correct place. In our case, the email 
server adds header information to the message before sending it to the network devices 
(Figure 2-3). 

Send this via best route 
to oreilly@oreilly.com
192.168.1.1

Send this via best route 
to oreilly@oreilly.com
192.168.1.1

Figure 2-3. When you send information over the network, your computer or device adds a 
header to the package, and the network devices read and add header information as necessary.

Each person/role in the postal system requires different information. For example, the 
mail sorter is most interested in the zip code to make sure letters make it to the right 
part of the world, while the mail carrier is most interested in the specific street address. 
Similarly, different network devices handling network traffic require different header 
information, and each device bases its forwarding decisions on that information. 

Just a Few More Terms: Hosts, Routers, Switches, LANs, and WANs
At the heart of the network lies a mesh of interconnected routers and switches, each 
capable of processing and forwarding millions of packets (think bite-size packages of 
bits and bytes) per second. These network devices operate the same way as all the han-
dlers in the postal system. Your letter goes in steps to intermediate points, and workers at 
each intermediate point forward it on to the next point, which takes it closer and closer 
to its end destination. Network devices do the same thing. They are the traffic handlers 
in the middle of the country in Figures 2-1 and 2-2, and they are the means by which the 
network finds you among the billion-and-a-half network users across the world. 

At the most fundamental level, routers and switches are responsible for making sure 
traffic packets get from point A to point B on the network, by reading the header infor-
mation and passing the packets on. The differences between routers and switches are 
starting to blur, as functionality converges and network layers collapse, but in simple 
terms, they’re distinguished by the types of information they evaluate when making 
their decisions on how to transport the traffic. 
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A switch on your local network typically keeps track of the host that’s connecting to the 
Internet. The switch that is physically closest to you may be downtown at the DSL center 
or at the end of your roaming wireless connection. But when you connect to the network, 
a switch (somewhere) adds a record of your connection in a table that includes the hard-
ware address that uniquely identifies your host and location (similar to your street address 
and zip code). That hardware address is called the Media Access Control (MAC) address 
(nothing to do with Macs or Macintosh computers). As a result, when the switch receives 
traffic for that particular host, it knows exactly where to send it to and can do so quickly.

Switches typically transport traffic between segments of a single Local Area Network 
(LAN), which is a network that is confined to a relatively small area, consisting of a 
single building or perhaps a campus with multiple buildings in close proximity. LANs 
are often private networks of companies or individuals. 

Routers, on the other hand, connect at least two networks. These can be two different 
LANs, or a LAN and a Wide Area Network (WAN), which is a network that spans a 
relatively large geographical area and can be a mix of public and private networks. The 
largest WAN in the world is the Internet itself, which is sometimes referred to as “the 
cloud,” and is often depicted in drawings as something like Figure 2-4. Why a cloud? 
Perhaps because there’s so much going on in there that no one can keep track of it all 
(except for the world’s routers). 

Internet

Figure 2-4. The Internet is often referred to and depicted as a cloud. Here we have two switches 
on the edge of their connections to the Internet.

Routers make decisions about how to handle the traffic they receive by looking (very 
quickly) at a couple of places for information. First, routers create and maintain inter-
nal tables that contain information on the availability of all the other routers they 
can forward packets to within their purview. Second, they look at the headers that 
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describe where the traffic is coming from, where it is going, the type of application, 
and the priority of that piece of traffic. Based on their processing of this information, 
routers determine the best route to send the traffic to get it from point A to point B. 
You can imagine how quickly they must do this, and if everyone is online at once, the 
load becomes enormous. So, when the network seems slow, chances are, something 
between point A and point B is either not routing fast enough, is very busy, or could 
be down (by the way, when a router goes down, all the other routers in its purview 
instantly know, and they start to reroute traffic via another route).

When your letter gets to your mother’s mailbox via the mail carrier, she will most likely 
open it, read it, and then respond in some way, potentially by sending you a letter or 
giving you a call to tell you she received your letter. A similar process takes place online. 
The receiving device—in this case, the email server of your recipient—opens the packet 
and sends it to the recipient’s inbox for the next time she logs in. 

A single email is not just a single packet; it is actually broken up into multiple packets for 
easier transmission, most often following the email Simple Mail Transfer Protocol (SMTP). 
These packets are then sent across the network and reassembled into the complete mes-
sage at the other end—that is, unless you have been blocked by the recipient or the email 
server thinks your message should be classed as junk mail!

The recipient will then open and hopefully read the message. If she replies to you, the 
process will start all over again. The routers and switches that lie between you and 
your recipient manage the traffic and forwarding. Switches get you onto and off of the 
Internet and routers find the best route between switches. To borrow from the almost-
so-old-it’s-hip-again Information Highway metaphor, switches are exits and on-ramps, 
and routers are the highway interchanges.

All of this is seamless to you, the user, which in a lot of ways is very similar to the tradi-
tional postal system. Once you address your letter and drop it in the mailbox, you don’t 
need to worry about exactly how it is going to get to your mother. You don’t know 
whether it will travel by air or train or truck. You don’t know how many stops it is 
going to make along the way. All you know is you have posted it and within a predict-
able amount of time, you can expect it to be delivered to your mother’s mailbox. This is 
also how the network works. Once you send an email message, you don’t think about 
how many devices are going to be touching it or the exact route it is going to take to get 
to the email server at the other end on its way to your recipient’s email inbox. Just like 
in Figure 2-5, the cloud represents all these devices you don’t particularly care about 
seeing (individually, that is).
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Seattle

Tampa

Internet

Figure 2-5. Switches and routers make sure traffic is routed around the world in seconds. Don’t 
get hung up on the cloud’s size here. In reality, it covers the earth.

It’s a different story, however, when something goes wrong and the mail doesn’t get to 
its destination. In the regular postal system, the letter you sent may be returned to you. 
In an email system, you will generally get a notice that your message is undeliverable. 
There are occasions when the mail simply gets lost. If this happens offline, there is not a 
lot you can do about it and not a lot of ways to track what happened. For the average 
individual like you and me, the same goes for the network. In both cases, there could be 
many explanations; most often, mail gets lost because of some sort of user error. Fortu-
nately, it is fairly rare for mail to get lost. 

There are many safeguards built into the network to help ensure that traffic gets from 
one place to another fairly reliably. However, there are some issues, both economi-
cal and technical, that may affect the availability and reliability of the network. We’ll 
discuss some of these issues in later chapters. Most poignant are the investments that 
ensure that access can be extended to everyone, and security technologies and mecha-
nisms that can lower risks in the digital world. 

There is reason to be optimistic and believe that any network issue can and will be 
addressed. To date, there have not been any impenetrable barricades; there has only 
been acceleration on all of these fronts. The routers and switches and the backbone net-
works they support have all done their job and continue to compensate, so that, like the 
mailman, they can continue to deliver your messages, come rain or shine. 
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Green by Accident

Where observation is concerned,  
chance favors only the prepared mind.

—Louis Pasteur
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Accidents don’t always have to be bad. History has given us many marvelous dis-
coveries and contributions to society that have resulted from accidents—from 
Coca-Cola, Viagra, and chocolate chip cookies to Teflon, X-rays, and penicillin 

(you can find even more accidental discoveries at http://listverse.com/miscellaneous/top-
10-accidental-discoveries). Some of these contributions have had a greater impact on 
our culture than others; then again, it could also depend on your perspective whether 
the chocolate chip cookie is more important than Viagra (I’ll stop right there). Anyway, 
the point is that in each of these cases, the accident solved a different problem than the 
one that it was actually intended to solve. 

The genius of the inventors of these “accidents” is that they were able to recognize the 
unintended benefits that could be derived from their creations and transform them into 
something even better. They are perfect examples of the power of the often-overused 
phrase “thinking outside the box.” It is an unteachable skill, to make simple observa-
tions and turn them into profound ones, to be able to see adjacent relevance for innova-
tion and solve problems that deviate from the initial focus. Sir Isaac Newton may have 
come across the proof for gravity by accident, but once it hit him in the head (literally, if 
you believe the apple story), the world as we knew it changed forever. 

The same could be said for the network. This book suggests some of the many ways it 
is forever changing the way we work, live, and play. It represents an increasingly invalu-
able tool that can help us address some of the world’s toughest problems. But let’s be 
truthful—the network wasn’t intended to be green at all. Its original design goal was not 
to be a tool for sustainable action; it was never meant to be the catalyst for widespread 
change. 

However, as with many great inventions, the network, which was designed to connect 
one computer to another, is now being creatively extended to address problems well 
beyond its original purpose. It may have occurred by happenstance, but its influence 
is nothing less than purposeful. It’s the glue to all of our modern-day lives, creating, 
building, and supporting the critical relationships that underpin our personal, civic, and 
business activities. 

So, is the network green? 

Not really. It’s a fallacy to say the network is a “green” technology; it is a technology 
that has environmental benefits and can be used to support more sustainable environ-
mental practices, but it is not “green.” As we’ll see in other chapters, it uses electricity, 
wire, and lots of hardware (made of one material or another). So why the green termi-
nology in this chapter? Why the hint of green-ness to an industry notorious for helping 
create the monstrous data centers that consume a few percentage points of our total 
energy consumption? 

http://listverse.com/miscellaneous/top-10-accidental-discoveries
http://listverse.com/miscellaneous/top-10-accidental-discoveries
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Because the network represents the possible. In fact, there are many examples and 
reports available that document the network as a tool for more sustainable habits, pro-
cesses, and actions. For example, an analysis by McKinsey & Company estimates that 
information and communications technology (ICT), of which the network is a founda-
tional element, has the potential to reduce global emissions by 15% by 2020.1 So, while 
I readily admit I don’t like the “green” term, I think it’s appropriate to use it to start to 
frame the potential of the network. 

The problem is that over the past several years, “green” has come to represent the envi-
ronmental aspects of sustainability, focusing the discussions and often overshadowing 
broader sustainability topics. I think it has been overhyped and overmarketed to the 
point that it doesn’t really mean anything. There is a lot of “greenwashing” going on; it 
seems every company these days slaps some sort of “green” label on its products. Ulti-
mately, all these labels and advertising campaigns only serve to diminish the impact and 
confuse customers. I don’t know how many times I’ve sat in a grocery store aisle try-
ing to figure out which product is “greener,” without really understanding what makes 
these products “green” in the first place. If I am having these problems with laundry 
detergent and hand soap, it’s not hard to imagine the complexity and burden ICT work-
ers face when buying their IT equipment and network infrastructures. 

The reality is that very few products are green in the strictest sense; only those that 
have no impact on (or that positively impact) the environment over the span of their 
lifetimes—including creation, use, and disposal—should truly carry the “green” moni-
ker. But since most products have some impact during a portion of their lifetimes, their 
manufacturers are leveraging “green” to indicate that they are more environmentally 
friendly and have less impact than previous or other competitive solutions in the mar-
ket. As you can imagine, this is often a subtlety that is hard to prove, hence the confu-
sion (and my extended grocery trips). It’s like “fat free.” To be fat free, a serving of 
food must have less than half a gram of fat. That’s not exactly fat free, especially if the 
servings are extremely small, like five cheesepuffs (who eats just five cheesepuffs?!), but 
it qualifies for the label. So, with all the wiggle room and mixed messages around what 
is “green,” we are left struggling to figure out what it all means. 

As a result, I think it’s important to expand the discussion to really reflect the goal of 
“green,” which is to be more sustainable, not just environmentally, but in every aspect 
of our lives. I admit there is also much confusion around the term “sustainability.” In 
absolute terms, it relates to the ability to maintain something indefinitely. Putting it in 
our current context, that “something” is the world we live in. How we maintain it needs 
to be addressed from a broader sustainability sense, in an environmental, economic, 
social, and political perspective. This book contends that the network can be used for 
sustainable purposes—it connects individuals, businesses, governments, and economies 
to sustain development, opportunities, and change.
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The sustainable network is the sustaining network, playing a stabilizing role by creat-
ing and perpetuating the vital relationships needed to tackle the problems that most 
threaten our world: 

• From an environmental perspective, the network can be used to take something 
physical and make it better or even replace it with something virtual. This is the 
accidental happenstance of the green network. In most cases, replacing something 
physical with something digital can be more sustainable. Examples include conduct-
ing a meeting among a dozen people online via a video web conference instead of 
flying those people to and fro to sit in the same room, or being able to stay home 
one day a week and telecommute instead of driving into the office. The network can 
be used to reduce waste and improve the efficiency of material consumption, the 
ready example being digital music rather than CDs. And there are more and more 
examples of ways that we can use the network to reduce our carbon footprint and 
environmental impact. In fact, there are many examples and reports available that 
tie worldwide CO2 emissions abatement to the ICT sector. Remember, the previ-
ously mentioned McKinsey study estimates that ICT has the potential to reduce 
global emissions by 15% by 2020.

• From an economic perspective, the network can tear down boundaries and create 
opportunities for individuals and businesses to enter and participate in global mar-
kets. It can connect people to the resources and skills they need to be more produc-
tive in the workforce, fostering the competitiveness of individuals, companies, and 
countries alike. The network is being used to achieve productivity and operational 
efficiency gains in every type of traditional industry you can imagine, as well as 
creating completely new business ventures, products, and market segments from 
Google and Facebook to Hulu.com. 

• From a social perspective, the network can be used to solve problems en masse, con-
necting the right people and resources to the “right” problems around the world. It 
can be used to locate and assemble resources and support for social causes. It can be 
used to improve many of the social services we rely on today—for instance, making 
healthcare and safety services more efficient and reliable. This is something those of 
us in the U.S. have heard a lot about lately, as “Health IT” plays a prominent role 
in the debate on how to reduce the costs and improve the quality of health care.

• From a political perspective, the network can amplify the voice of the individual 
(a prospect some ideologies may view as negative), giving people a platform from 
which to speak and air their opinions and grievances. It can create greater trans-
parency and bring to light abusive or egregious behavior by governments or their 
policies toward citizens, as evidenced by the information unveiled and discussed at 
length in the millions of blogs that exist around the world. The sustainable network 
also helps bring like minds together, mobilizing them to better influence and shape 
public discourse and policy.
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In many ways, today’s network is the equivalent of the seafaring trade routes of past 
centuries, establishing new connections between continents and people, and whose rip-
ple effects changed the world in ways never imagined by those who initially explored 
the seas. When you connect to today’s network, you now connect to the world. And 
when you are connected, you establish relationships and access to a global wealth of 
information and resources that has the potential to change everything from the way 
you live and work to what you consume, to your social relationships, and even to your 
personal relevance to the world and its fate. 

It is this ability to reach and connect people, devices, and places around the world, in 
what we must assume to be helpful and meaningful ways, that makes the global net-
work the best tool for sustainable change of our time. It can tackle not only climate 
change and resource conservation, but the state of education and healthcare, economic 
stability, political involvement, and much more. It may not be “green,” but it is a very 
“sustainable” tool for sustainable action (even if it was by accident).
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What Makes the Network 
Sustainable?

Describing the network as something that connects 
computing devices is akin to calling the Rosetta 

Stone a rock with words on it.

—Sarah Sorensen
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Rahima Abdul Majeed lives in Kabul, Afghanistan. She needed a loan of $25 to 
expand her tailor shop. She didn’t get the money from her local bank; instead, 
she received the money from someone halfway around the world who saw and 

funded her request on Kiva.org, a microlending site. Working with a local financial 
company that handled all the local logistics and serviced the loan, Rahima was able to 
use that money to buy an electronic sewing machine and increase the money she earns 
to help support her family. She also repaid the loan within its specified eight-month 
term, so that money can potentially be used to support the lifelong ambitions of another 
entrepreneur.1 

Rahima is just one of the tens of thousands of entrepreneurs who have received a much-
needed loan via Kiva.org to start or expand their businesses. Kiva’s mission, to connect 
people through lending for the sake of alleviating poverty,2 is an amazing example of 
the sustainable network’s ability to reach out across all corners of the globe to establish 
connections and relationships that create change. It’s something our tactile world simply 
could not have accomplished at this scale. 

It is this pervasiveness that makes today’s network one of the most powerful plat-
forms we have. Its ability to spread out and infiltrate parts of the world that have typi-
cally been impervious to new technologies is simply uncanny. The network’s ability to 
deliver equitable access to information and opportunity on a scale never before possible 
accounts for its rapid rise in adoption, especially over the past decade. Its ubiquity rep-
resents an unprecedented opportunity to reach, connect, involve, and impact everyone 
and everything. 

If that last sentence seems a little outrageous to you, perhaps a little too politically 
correct or just pure starry-eyed optimism, you might consider that the network has 
already done it, and has done it all in a relatively short amount of time. While we have 
concerned ourselves over the past few years with the war in Iraq, or the rise and fall of 
our leaders, or the stock market crash and the subprime mortgage crisis, the network 
has been reaching out and achieving astronomical growth rates. New technology break-
throughs and network architectural evolutions have taken place, and the industry has 
found ways to extend broadband’s reach and expand the offerings we all enjoy as users. 
So, the sustainable network isn’t just about to happen. It just is. 

After all, it was just 40 years ago, in 1969, when Leonard Kleinrock—the Christopher 
Columbus of the Internet and a computer science professor at the University of Califor-
nia in Los Angeles—and a group of graduate students connected to a computer at Stan-
ford University and tried to send it some data. Theirs was the first real-world attempt 
to make the concept of Arpanet—the idea to connect computers over phone lines led by 
the U.S. Department of Defense’s Advance Research Project Agency (ARPA)—a reality. 
They only got as far as “LOG” in their attempt to type LOGIN before it crashed, but 
there was no turning back.3 
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After a lot of work by luminaries such as Vinton Gray Cerf and Robert E. Kahn, and 
many innovations later, the first public demonstration of Arpanet was successfully con-
ducted in 1972 among 40 machines. In 1970, Douglas Engelbart received a patent for a 
“computer mouse” (it would be years later when the inventor learned that it had been 
licensed to a little company called Apple for “something like $40,000”).4 Being of Brit-
ish heritage, I am pleased to say that Queen Elizabeth went online and successfully sent 
the first royal email message in 1976.

By 1981, Arpanet had 213 hosts, with a new host added every 20 days. The following 
year, the term “Internet” was first used to describe these interconnections among hosts; 
by 1990, the Internet was the de facto name for this network, particularly after Arpanet 
was decommissioned. 

In 1990, Sir Timothy John Berners-Lee implemented the first HTTP (Hypertext Transfer 
Protocol) connection, which is the foundational protocol that defines how to retrieve 
interlinked resources, leading to the establishment of the World Wide Web (www). In 
1991, the Internet became much more friendly for people like you and me, with the 
introduction of a “point-and-click” way of traversing the Internet (Gopher) and the first 
graphical browser (Mosaic) for the Web. 

By 1995, the Internet was entirely in commercial hands, with 6.5 million hosts and 
100,000 “www” sites. In 1996, Microsoft officially entered the Internet market with its 
introduction of its MSN browser, designed to take on the browser introduced earlier by 
Netscape Communications; at that time, there were 40 million people connected to the 
Internet. By 1998, that number was at 70 million. 

Just 10 years later, in 2008, there were almost 1.5 billion Internet users in the world 
(www.internetworldstat.com; August 13, 2008). You do the numbers here—from 70 
million to 1.5 billion in 10 years. That, I suggest, is a staggering adoption rate liter-
ally unknown to mankind. The significance of these 10 years is that it’s indicative of 
the accelerating rate of adoption and change that we can expect to see continue as the 
world becomes even more connected. 

While 1.5 billion might seem a potentially staggering number, all indicators are that the 
numbers will only continue to grow (see Figure 4-1). According to the World Almanac 
and Book of Facts 2008, between November and December 2007, 5.8 million new 
users joined the Internet; that translates to 193,333 per day, 8,055 per hour, 134 per 
minute, and roughly 2 people per second! Looking ahead, the total number of Internet 
users is expected to surpass the 2 billion mark by 2015 and the 3 billion mark by 2040, 
but it could be even sooner.5 Perhaps more telling is that the growth of Internet usage 
in emerging, less developed countries is just as strong. In fact, there are estimates that 
the number of Internet users in the top 10 emerging markets surpassed the number of 
Internet users in the top 10 developed markets in 2008.6

http://www.internetworldstat.com
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Figure 4-1. Network adoption in the near future almost defines the concept of viral; the world 
map with the top 10 emerging markets shaded will shortly double our current network traffic.

We have already surpassed previous predictions that had the number of Internet users 
hitting 1.5 billion in 2011. In its report titled “Worldwide Online Population Forecast, 2006 
to 2011,” Jupiter Research anticipated “that a 38% increase in the number of people with 
online access will mean that, by 2011, 22% of the Earth’s population will surf the Internet 
regularly” (www.clickz.com/3626274). 

Broadband penetration, which is the physical high-speed network connection often 
required to support a satisfactory network experience, is also growing at a heady world-
wide clip. Informa Telecoms & Media estimates that by 2011, there will be more than 1 
billion broadband subscribers worldwide.7 In 2012, 17 countries are predicted to have 
broadband penetration rates of 60%, up from 5 countries in 2007. Depending on mar-
ket conditions, some countries could have a broadband penetration ceiling of 80% or 
greater.8 Currently, the country with the highest penetration is South Korea, at 97%,9 

demonstrating the sheer range and potential of the network’s reach into the homes and 
hands of people in all parts of the world. I don’t have the numbers, but I suspect that’s 
a higher penetration than in Silicon Valley itself.

What’s caused this expansion? Some of these remarkable numbers are due in part to the 
fact that the network is not restricted to a singular device type; it’s not constrained to 
just computers, as it was when Kleinrock ran his experiment. Rather, the past 10 years 
have been witness to a network that supports all types of devices that attach to a com-
puter or have some type of computing power. While there are many varying estimates, 
the global number of Internet-connected devices is in the billions today; some estimate 
it’s at 15 billion, with growth projections going into the trillions, potentially reaching 10 
trillion over the next 15 years.10  

http://www.clickz.com/3626274
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Ten trillion devices does seem rather large, but consider that there are currently 4 billion 
mobile devices,11 with forecasts up to 6 billion mobile subscribers by 2013,12 and extend 
those numbers to the great range of devices we could be talking about—from phones 
and computers to TVs and refrigerators, traffic lights and cars, watches and, of course, 
the ever-present target, your wallet—it’s easy to see how the numbers can get into the 
trillions. 

There’s another dimension to this perfect storm. These devices have become both 
increasingly powerful and very affordable, helping to ensure access to the network for 
an ever-swelling portion of the world’s population. Perhaps you noticed it yourself dur-
ing these past 10 years? Take the cell phone you had in the late 1990s. It’s probably 
been replaced several times since, incrementally getting more computing power and 
functionality, until your present model. Now, you may have a smartphone that connects 
to the network and is more powerful than the full-blown computer or laptop you had 
just a decade ago. 

In the days of the first computers, there were stories of entire rooms required to house 
the computer equipment to support a single application. Over time, we have seen pro-
cessing power and memory capacity evolve, so that today, you can hold all you need in 
the palm of your hand. For example, when IBM invented the disk drive, the device used 
to store digital information, the prototype was approximately the size of a Mini Cooper 
and capable of storing the equivalent of two songs; today, an Apple iPod is about the 
size of a credit card and can hold up to 30,000 songs.13 

The versatility of our new computing devices has also gone way up. For example, a 
decade ago, all you could do with your phone was make a call. Now, of course, you 
can take photos and videos, send and receive text messages, send and receive email mes-
sages, receive live news feeds, surf the Internet, and so much more. Smartphones are 
getting us ever closer to the reality of carrying our personal computers in our pockets. 
Palm’s Pre, Apple’s iPhone, and Google’s G2, to name only a few, are no longer just the 
proven tools of the business road warrior. Now, Mom and Dad and their high-school 
offspring carry them, too. One million units of the iPhone 3G sold in the first three days 
it was available; by the end of 2008, Apple had sold more than 17 million,14 with plans 
to make 40 million more phones from August 2008 to August 2009.15  

Another factor in the soaring network adoption rates is the fact that as the technologies 
have matured, these devices have become less expensive to produce, and subsequently, 
are within the means of a larger consumer population. It wasn’t too long ago that your 
computer had just a half a gigabyte of memory, and upgrades to get more cost hundreds 
of dollars; now, you can get 500 GB of memory standard. Web-enabled phones used to 
be hundreds of dollars, but now you can often get them for free from your mobile network 
provider or, at most, for a nominal price. On and on, devices that are network-enabled 
cost less, do more, and shrink in size at a rate that mimics the speed of their adoption. 
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This has all made it possible for the network to extend to segments of the population 
and emerging countries that might otherwise be left out because disposable income is 
extremely limited and a personal computer is beyond the average citizen’s means, or 
where access is unsupported because there is no physical infrastructure (phone cables). 
The smaller, cheaper, more powerful devices enable the network to expand to segments 
of the world’s population that might otherwise be left out.

Take a country such as India. There are 50 million middle-income families, but only 8 
million homes with a PC. So, more than 30 million Indian consumers travel to cyber-
cafés to access the network on a regular basis.16 The mobile phone, however, offers a 
much more convenient and affordable alternative to the traditional computer. For about 
$10 a month, which seems to be the threshold price that Indian consumers can or are 
willing to pay per month for connectivity, they can have a mobile phone and all the pos-
sibilities that go along with having access to the network. This probably explains why 
India has been adding approximately 15 million new subscribers a month.17 Soon they 
submit to temptation and pay a small fee to subscribe to SMS (Short Message Service) 
feeds, and it suddenly becomes the primary source of news for millions of subscribers 
in India.18 

Or take China, which represents the world’s largest mobile market. In November 2008, 
the Ministry of Industry and Information Technology placed the number of Chinese 
mobile subscribers at 633 million; that number represents less than half the population 
of China, but more mobile users than almost all of Europe’s population,19 and China is 
adding roughly 7.8 million mobile subscribers a month.20 The typical investment of $10 
a month represents 7% (or more) of the average Chinese user’s monthly salary,21 which 
consumers seem willing to pay as they adopt the technology as their primary commu-
nications tool for both voice and data.22 Of particular note is that as the “base-of-
the-pyramid” families generate more income, ICT23 spending increases eightfold, while 
spending on food and housing rises only slightly.24 I guess the network truly has become 
an essential. 

The ICT industry refers to the full range of devices and applications that play a role in digital 
communication, ranging from monitors and cell phones to PCs and storage devices. This 
also includes all the different applications that enable the sharing or use of information, 
from email and online services to spreadsheets and video games, as well as the hardware 
and software needed to operate the networks that transmit the information, from the 
smallest home office to the largest global networks.

Another example can be found among consumers in the 17,000 islands that make up 
Indonesia.25 Most use their phones to surf the Internet because other alternatives, such 
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as high-speed cable, DSL, or regular phone lines are simply unavailable or too costly, 
even between the larger islands. 

Then there’s Brazil. Only 17.7% of the more than 192 million Brazilians have access 
to the Internet, but Brazil represents the fifth largest mobile market in the world, with 
approximately 100,000 million mobile subscribers in 2007.26 It seems logical that for 
this market, Internet services will increasingly be delivered via the mobile phone net-
works. This theory is backed by the overall growth in mobile data traffic reported by 
the country’s service providers and analyst predictions that Brazil’s telecom market will 
increase at a compound annual growth rate (CAGR) of 18.26% from 2007–2012.27 
This is in relation to a 6% CAGR for the worldwide telecom/datacom equipment mar-
ket during the same timeframe.28

There are many more examples of consumers using alternative devices, such as net-
books (which are cheaper than computers and are getting comparable in processing 
power), to be connected to the network all the time. As all computing devices become 
smaller, more powerful, and more affordable, the network access adoption rate will 
continue to grow and literally penetrate the circumference of the globe. It is becoming 
easier and easier to conceive of a world where it is possible to get a computing device 
into the hands of every single person and subsequently give them access to the network 
and the wealth of resources and opportunity that go with it. A decade ago, it was a pipe 
dream. Today, you can readily see how that could be implemented. A decade from now, 
we might say, “What took so long?”

I noted that the amazing thing about the network’s reach and astounding adoption 
rate is that it has happened in a relatively short amount of time. To ground it a little, 
compare the network’s adoption numbers with the adoption of television sets—another 
highly popular and successful technology, which was invented in the late 1920s. As of 
2003, there were approximately 1.4 billion TVs in the world, with China (400 million), 
the U.S. (219 million) and Japan (86.5 million) leading the way.29 It took the television 
industry 75 years to get 1.4 billion devices into the hands of consumers; in a little less 
than a quarter of that amount of time, consumers have purchased almost three times as 
many Internet-connected devices by all conservative accounts.

These numbers speak volumes on the ubiquity of the network and its ability to reach 
and connect large swaths of the population. As much as I would like to think this is 
a theory made up from my insightful analysis, it’s not; it’s simple arithmetic. In 1998, 
there were approximately 70 million network users. Today, there are more than 1.6 bil-
lion users and growing. It’s been organic growth, simply feeding itself. Once introduced, 
the network has had the ability to take off quickly, making it a transformative platform 
easily embedded in everyone’s daily work and personal life. 
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And in its wake, the network removes physical and geographical barriers and facilitates 
connections to people and resources that would otherwise be cumbersome or resource-
intensive to maintain. In the past decade, it has truly leveled the playing field for the 
world’s population. A farmer in India can be as wired as a VP in Silicon Valley. Again, 
this isn’t theory; it’s fact. The cost and availability of devices, plus the growth of the 
network and its services, has made the farmer and the VP equal in terms of access.

It’s this all-pervading access and the different relationships that all these connections 
represent that make the network one of our greatest tools for sustainable change, devel-
opment, and action. 



C h A P T e r  5

Broadband: What Is It?

I feel the need, the need for speed.

—Maverick to Goose in the movie Top Gun
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Broadband exists in our daily vernacular. It’s in TV commercials from cable and 
phone providers that depict it as something like mercury, that, when applied to 
your shoes, allows you to outrace rockets and airplanes. It’s on the radio as some-

thing you get for an amazing low price every month, with the first six months free. 
Even political leaders have used it as a rallying cry, promising to make it a part of their 
respective economic stimulus packages. 

What is broadband, and why should you care?

In general terms, broadband is a high-speed network connection that allows you to do 
several things at the same time (each thing requiring a piece of that connection). For 
instance, with a broadband connection, you can download email messages with large 
pictures attached while watching an online video or listening to streaming music, while 
reading a blog and shopping on Amazon; you are not forced to do one thing or the 
other separately. And if the broadband is “broad” enough, the experience of doing it all 
will be pretty good (fast with no lag). It seems the more we get of it, the more we use 
it, and these new uses tend to demand more of the network, creating a self-perpetuating 
cycle that requires continual adoption and upgrading of our broadband connections. 

So what’s the big deal? Well, first and foremost, until just a few years ago it was not 
widely available. If you remember, in Chapter 4, when we discussed Kleinrock’s initial 
Internet experiment, the connection went over the copper lines of a traditional, circuit-
switched phone network, often referred to as the public switched telephone network 
(PSTN). This wired network, consisting of telephone poles and miles and miles of wire, 
supports reliable, high-quality, landline voice communications. However, with the intro-
duction of Internet access and subsequent video downloads and other rich-media appli-
cations, the scope of what the sustainable network is now being asked to do is pushing 
the old telephone network to its limits. 

Voice traffic, which is generated when you make a phone call, has specific requirements 
in terms of its information-carrying capacity and speed, otherwise known as bandwidth. 
When you add other types of traffic—say, video—onto these networks, it drastically 
changes the requirements. Consider that transmitting a minute of video requires up to 
10 times the bandwidth of audio or more, depending on the quality.1 That is a lot for 
the telephone network—optimized for audio—to handle. 

This is why, if any of you still use a dial-up modem, you are frustrated by the slow speed 
of your connection (some readers may not know what a dial-up modem is; suffice it to 
say, it was popular at the same time in history when a 20 MB hard disk was all you 
needed for backup yet cost $200). In general, a connection of this type has the band-
width of up to 56 kilobits per second (Kbps), which is a unit of measurement that quan-
tifies the rate at which data can be transmitted from one device to another. Bandwidth 
is typically measured in these terms, which can also be called throughput. The data 
rates are measured in derivatives of bits and bytes. Bytes consist of 8 bits each. So, if a 
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kilobit per second is equal to 1,000 bits per second, then a kilobyte per second (KBps) 
is equal to 1,000 bytes per second or 8,000 bits per second (it’s actually 1,024 bytes per 
second and 8,192 bits, but I have rounded for simplicity’s sake in this and subsequent 
calculations).2

A regular phone call requires approximately 8 Kbps to be of a good quality (8,000 
bits/s). Compare that to compressed HDTV quality video, which can require 27 Mbps 
(27,000,000 bits/s). Just think of your telephone line as optimized for a VHS/Beta movie 
and broadband as well suited for a Blu-ray experience, and it’s easy to understand why 
using the traditional telephone network via a dial-up modem is simply not acceptable 
for the varied requirements of today’s much more demanding applications. The tradi-
tional telephone network simply doesn’t have the bandwidth or capacity to support 
multiple applications at the same time—it’s why you can’t make a phone call when you 
are accessing the Internet using a dial-up modem.

Some Other Measurements 
You Might Want to Know (or Not)

• One megabit per second (Mbps) is equal to 1,000,000 bits per second

• One gigabit per second (Gbps) is equal to 1,000,000,000 bits per second

• One terabit per second (Tbps) is equal to 1,000,000,000,000 bits per second

• One megabyte per second (MBps) is equal to 1,000,000 bytes or 8 Mbps

• One gigabyte per second (GBps) is equal to 1,000,000,000 bytes per second or 8 Gbps

• One terabyte per second (TBps) is equal to 1,000,000,000,000 bytes per second 
or 8 Tbps 

• One exabyte per second (EBps) is equal to one quintillion bytes per second 

In 1994, a major research center with approximately 2,000 people working at a single 
location used one 56 Kbps modem for all of its network traffic, which was basically 
text-based email. Now, even if you’re not streaming HDTV from Hulu.com yet, down-
loading a simple attachment to an email message on a 56 Kbps modem can seem a 
glacial experience (it’s particularly disappointing when you find out it’s porn-infused 
spam—absolutely hate that!).

What today’s (and tomorrow’s) users really need is a connection that allows them to 
have the flexibility to do several things at once, and quickly. We tend to demand the 
utmost in availability and performance because a few seconds’ delay can affect how we 
experience the YouTube clip or online TV show we are watching. It can be the differ-
ence between closing a deal or losing the bid, having a good conversation or dropping 
the connection, and spending 1 minute or 10 to find something online. 
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We demand more. We want better, and we want faster, and this is what is driving the 
adoption of broadband. Broadband offers much more bandwidth than a dial-up modem, 
as well as the capacity to support multiple channels, which means users can do different 
things at once. Gartner Group predicts 77% of U.S. households will have a broadband 
Internet subscription by 2012, making the U.S. one of 17 countries worldwide that they 
predict will reach penetration rates of 60% or more in that same time period.3 

Over the past 10 years, there has been a 600,000% increase (yes, that’s 600,000%) in 
the total number of broadband subscribers.4 In 2007, there were 340 million fixed broad-
band users worldwide, growing at 15% a year, with adoption hitting the 400-million 
milestone in November 2008.5 That is phenomenal growth, primarily due to the evolu-
tion and advancement of the access technologies, which is the stuff you don’t see, such 
as the hardware in the switching hubs and the cell towers on the tops of buildings, as 
well as the increasing availability of broadband across geographical regions. 

While we may want it, we don’t know exactly how much we need, nor what exactly 
bandwidth it is. And to tell the truth, there isn’t really a single standard for the mini-
mum bandwidth required to make broadband connections. That’s because what is con-
sidered an acceptable minimum data transfer rate has changed with the times. Initially, 
most organizations placed the minimum rate for broadband at equal to, or faster than, 
256 Kbps. In the U.S. in 2008, the Federal Communications Commission (FCC) defined 
broadband as anything above 768 Kbps. These adjustments have mirrored the offer-
ings in the market. In 2000, broadband links in the U.S. averaged 500 Kbps. By 2007, 
the U.S. had seen a surge in broadband investment and an increase in average speed of 
approximately 3 Mbps.6 In today’s market terms, basic broadband is generally defined 
to be in the range of 786 Kbps and 1.5 Mbps.7

Let’s drill down just a little to see how familiar you are with what you get through your 
home broadband service from providers such as BT, NTT, Comcast, or AT&T. As you 
may know, there are multiple broadband options to choose from, each with a speed and 
performance factor based on the type of connection you choose. 

Some of the most common options available to you are Digital Subscriber Lines (DSL), 
cable modems, fiber cables, or mobile broadband. Each one leverages different physical 
lines to make its connections, resulting in different pros and cons.

High-speed Internet delivered via a DSL connection from a home or office to the tele-
phone switching station is one of the most common. It leverages the copper wires of the 
telephone line to transmit data, but uses a completely different technology than audio 
data transmission, so it can achieve the required broadband speeds. It provides a dedi-
cated connection, yet the speed can be affected by the distance of the subscriber (you) 
from the nearest switching station.
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Something to note is that DSL connections are asymmetric, which means they don’t 
have the inherent ability to send and receive packets simultaneously. This is a major 
technological hurdle, one that the first users of DSL connections experienced when they 
would have to stop sending traffic in order to receive something and vice versa. The 
technology has been improved with the use of amplifiers and virtual DSL access multi-
plexers (DSLAMs), which manage the connections and extend access to make the tech-
nological limitations less apparent to DSL users. These asymmetric connections also 
support different upload and download data transfer rates—the downloads are often 
faster than the uploads. There are a couple different flavors of this asymmetric connec-
tion, including ADSL, which is most commonly used in North America, HDSL (high 
data-rate DSL), and VDSL (very high data-rate DSL). There are approximately 74 mil-
lion homes worldwide connected via VDSL2 networks, which can be up to 10 times 
faster than standard data rates.8 Then there is SDSL (Symmetric DSL), which can send 
and receive packets at the same time and has equal download and upload speeds. It’s 
most common in Europe.

A cable modem is designed to provide an Internet connection over the existing wires 
that deliver cable TV. It is typically faster than DSL, potentially up to twice the speed, 
due to the properties of the coaxial cable that it leverages. The downside of the connec-
tion provided by a cable modem is that it is a shared connection and can be affected by 
the number of subscribers connected at any given time. If you’re on cable along with 
your whole neighborhood, chances are, it slows after the dinner hour. 

The use of fiber cables to deliver services from a telephone switch directly to the home 
has been more available recently, providing much greater bandwidth and a connection 
that is less susceptible to potential interference than traditional metal cables. Unfortu-
nately, the fiber cables are more fragile than wire and can be more expensive to install; 
as a result, they are not yet available everywhere, though they are slowly replacing 
traditional telephone lines. Currently, fiber cables seem to represent the best option to 
handle the future bandwidth requirements of home users, which is predicted to continue 
to significantly increase. 

The Fiber to the Home Council projected the download bandwidth needed by the typi-
cal home, as shown in Figure 5-1, in the years 2010, 2020, and 2030, assuming what 
they consider will be a fairly typical scenario of three video and voice streams, one 
gaming stream, and one data/email stream per home, all, of course, simultaneously. The 
highest network requirement estimates for 2030 are close to 30 Gbps, due primarily to 
the coming 3D HDTV9 that in two decades should be commonplace.
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Figure 5-1. How hungry are we for bandwidth? In 20 years, your kids or grandkids might want 
or need 30 Gbps to send their avatars to virtual school each day.

There is likely to be a lot of investment in fiber over the next five years. Only 6% of 
all households worldwide have access to fiber cables, Fiber to the Home (FTTH) and 
Fiber to the Building (FTTB), which is an optical fiber that goes from a telephone switch 
directly to the home/building, representing approximately 98 million homes. Seventy 
percent of those homes are located in Asia-Pacific, with Europe and North America 
splitting the remaining 30%.10

Mobile broadband is also an increasingly viable way to connect to the Internet, particu-
larly in communities and developing countries where cable or DSL is unavailable, or 
even within generational demographics (you can read that as our youth), where mobil-
ity is cherished more than almost anything. In September 2008, nearly 55 million people 
worldwide subscribed to mobile broadband services in 91 countries, and this number 
is expected to grow to more than 1 billion in the next four years.11 And by 2010, well 
within the print life of this book, worldwide mobile broadband usage is projected to 
eclipse the aforementioned fixed broadband options.12 

Mobile broadband uses the radio access network to transmit data and deliver services. 
Multiple frequencies make up the radio waves. Mobile providers buy the rights to trans-
mit over a specific radio frequency, for example, 800 megahertz (MHz) or 1,900 MHz, 
within the spectrum associated with radio wave propagation. These rights are typically 
managed and sold by the government. You might have heard of “spectrum auctions”—
this is what they’re buying. 

The types of applications, capacity, and speed supported by the mobile network are 
based on the “generation” (G) of the network. 1G is an analog network, while 2G 
is a digital personal communications service (PCS) network. Both are voice-centric, 
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with the main difference in the voice quality, although 2.5G networks support some 
data services, such as mobile instant messages (IM) and push-to-talk (PTT) services. 
To date, most mobile broadband is offered via third-generation (3G) networks, which 
offer improved voice quality, spectrum utilization, and additional data capacity. 3G net-
works typically support data stream rates of 3 Mbps to 14 Mbps. 

The next evolution is 4G mobile networks, and the simplicity of this naming scheme 
belies the future. 4G mobile networks promise to deliver speeds up to 100 Mbps, and 
are probably positioned to better support the applications and services of the near 
future than their hardwired brethren. One of the architectures and standards for these 
4G networks is Long Term Evolution (LTE), which really is the “all IP” network, and it 
promises an enhanced Internet experience on mobile devices. More than 100 operators 
worldwide have already announced they expect to migrate their mobile networks to 
LTE starting in 2010 and beyond.

LTE is the next evolution of mobile broadband technology, utilizing orthogonal frequency-
division multiplexing (OFDM)-based technology and a flat-IP core network to allow an 
enhanced Internet experience on mobile devices.

Another 4G wireless standard that is often talked about and is anticipated to take off in 
the next few years is WiMax (think Wi-Fi on steroids). WiMax is designed to have greater 
range (30 miles) and bandwidth (70 Mbps) as it travels over the radio access waves than 
the current wireless fidelity (Wi-Fi) standard. This means you won’t have to go to the café 
for free Wi-Fi access, but can sit on your porch with a homemade cappuccino and still use 
the café’s connection. (It also means the cafés will be populated with mostly single people.)

Currently, most of the services and applications in mobile broadband networks send the 
traffic over the air, which is open to anyone and everyone, making the performance, as 
you probably already know, somewhat erratic (we’ll talk about the security breaches in 
another chapter). As a result, service can degrade based on the amount of congestion on 
the radio network (like everybody else in that traffic jam you’re stuck in). Increasingly, 
however, the popularity of mobile devices is driving a trend to leverage the bandwidth 
provided by the backhaul and core of the network, which are under the control of the 
mobile service provider and therefore contain a lot of the same properties in terms of 
predictability, capacity, and bandwidth as the cable and telephone networks. 

To clarify, mobile networks consist of cells, served by a fixed transmitter, called a cell 
site or base station, which receives the traffic sent from the mobile device over the radio 
access network. The more cell sites there are, the more capacity and the better the cover-
age. It is not uncommon for service providers to share cell sites. In fact, it makes sense 
because residents don’t want to have multiple cell sites in the same location—they are 
neither energy efficient nor aesthetically pleasing—although some service providers try 
to disguise the cell site as objects (like trees) you might normally see.
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The mobile backhaul network is responsible 
for transferring the traffic between a cell site 
(base station) and the wireless service pro-
vider’s core network, otherwise known as the 
backbone. If mobile devices can reduce the 
amount of over-the-air traffic and increas-
ingly leverage the backhaul and core of 
the mobile network, service providers will 
be able to provide an overall better mobile 
broadband experience that will, guess what, 
fuel further adoption. This begs for a simple 
premise of networking. Let’s call it the Sus-
tainable Network Law: The more broadband 
made available to network users, the faster 
sustainable network innovation occurs. 

The promise of all this increased bandwidth and broadband access fuels the appetites of 
the network’s users, which in turn fuels the innovation of new applications that require 
more bandwidth, so that new services can be offered (at new rates or fees), which then 
fuels the rebuilding and upgrading of the infrastructure and all the access points of the 
worldwide global network. 

There is a direct correlation between the rise of bandwidth and attainability of the sus-
tainable network. And the more bandwidth we have, the more we will notice when 
it’s running slow or not there. We’re really still at the base of the mountain, where 
the adoption and innovation curve is up and to the right. A reliable, high-speed, high-
quality connection is critical to any subsequent transformative solution made possible 
by the sustainable network.

Sustainable Network Law: 
The more broadband 

made available to 
network users, the faster 

sustainable network 
innovation occurs.
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Can the Internet Hit a Wall?

I predict the Internet will soon go spectacularly supernova  
and in 1996 catastrophically collapse.

—Bob Metcalfe, Ethernet inventor and 3Com 
founder, in his InfoWorld column in 1995
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The current prediction of bandwidth overload has a name—exaflood—and the 
potential inability of the network to handle such a load is the stuff of both cocktail-
party conversations and serious boardroom discussions. While some may say it is 

doomsday, the-sky-is-falling talk, others warn that to not pay attention to the numbers 
would be foolish. As with most things, the appropriate level of concern is probably 
somewhere smack-dab between the extremes. And, of course, the entrepreneur sees it as 
a magnificent opportunity.

Let’s start where everyone agrees: the global communications infrastructure, under-
pinned by the network, will continue to grow in importance and the volume of traffic 
will continue to grow at a significant rate. Whether the growth is linear or exponential 
will most likely be determined by the country and economic conditions, but it is reason-
able, if not extremely conservative, to conclude that individuals, businesses, and govern-
ments alike will increasingly rely on networks worldwide. 

There are predictions that have Internet traffic growing up to 11 times between 2008 
and 2015. For example, take voice connections. The Wall Street Journal reported that 
as the 20 exabytes of data generated every year via telephone are transferred to video, 
those 20 exabytes could multiply “by a factor of 100 or more.”1 There are estimates 
that the annual run-rate of traffic in late 2012 will be 522 exabytes per year.2 Exabytes 
may seem a bit extreme (an exabyte, if you’re dying to know, is 1 quintillion bytes, or as 
Grant Gross in PC World estimated, “50,000 years of DVD quality video”), but when 
you consider that more and more content is being digitized and transferred online, it 
doesn’t look like an unreasonable prediction. In fact, a zettabyte, which is 1,000 exa-
bytes, could very well be the new term of the digiterati beyond 2012.3 

Take the Laboratory of Neuro Imaging (LONI), which is a leader in the development 
of advanced computational algorithms and scientific structures for the comprehensive 
and quantitative mapping of brain structure and function. Located at the University of 
California, Los Angeles, LONI has the largest neuroimaging database in the world, with 
more than 25,000 unique scans, at nearly a petabyte in size (1,000 petabytes equals 1 
exabyte). Hundreds of researchers work with datasets ranging from 20 megabytes to 
several hundred gigabytes.4 And that is just one organization in one field of network 
use. The uses and bandwidth requirements are similarly grand and growing in almost 
every industry and aspect of our daily lives. A survey conducted by the Aberdeen Group 
found that companies, on average, expect to increase their bandwidth by 108% over a 
12-month period.5

Some would argue that today’s networks are simply not designed to support traffic 
increases of this magnitude. They hypothesize that the networks have not been built out 
to adequately handle the range of new, media-rich applications that are exploding in 
popularity today. Consider for a moment the scale and requirements of all the current 
and future users, devices, and applications—and they could be right.
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In the recent past, network service providers created service-specific networks, meaning 
they created a network designed for a single application, such as voice or video, then 
offered you, the customer, a single service. All of these providers (such as your cable, 
local phone, or mobile provider) built their networks to deliver one specific service and 
prided themselves on their ability to do it well, making sure it was always available with 
no interruption. 

Several years ago, that all started to change. As service providers added Internet access 
to their offerings, it opened up the network to all the different voice, video, and data 
applications consumers could access (this is often referred to as triple-play: voice, video, 
and data from one service provider). Boundaries between service providers began to 
blur. Email became accessible on a mobile phone, TV shows were viewable online, 
phone calls could be made via the Internet, a movie stored on a home device could be 
watched from a computer in an airport terminal. The lines between services, which had 
once been easy to discern, began to blur. 

In response, there has been a great deal of convergence in the industry, both among the 
service providers themselves and within their siloed, service-specific networks. Many 
traditional phone, cable, and mobile phone providers acquired, partnered, or merged 
with one another in efforts to combine their service-specific networks and provide mul-
tiple quality services to customers. At the same time, these providers began to evolve 
their siloed networks into multiservice networks.

The problem is that because of the predictable performance of the service-specific net-
works, consumers have come to expect a certain quality. We rely on always hearing a 
dial tone whenever we pick up the phone; we expect emergency 911 service to always be 
available; we want a clear picture when watching TV; we require reliable access to email. 
While we are willing to make allowances for some of the obvious differences among the 
devices we use to access the content—for example, a picture on a 40-inch flatscreen 
HDTV is going to be different than the picture on a 12-inch laptop screen—we have 
little tolerance for any degradation of the overall experience. Let’s face it: regardless of 
how we access a movie, we expect the picture to not be jumpy and the sound to not be 
choppy. And if it is, we jump ship from one provider to another. 

As a result, the providers started announcing plans to build out their IP next-generation 
networks (NGNs) to evolve their current infrastructure to better handle the exploding 
growth of all the emerging IP applications and the network traffic being generated. 
This gets back to the question of whether the service provider networks are capable of 
keeping up with the exploding demands of all these new applications as they converge. 
And what about the ones we haven’t even imagined yet? The Sustainable Network Law 
(Chapter 5) states that the more broadband made available, the faster network innova-
tion occurs in a somewhat snowballing effect. So, provide a next-generation network, 
and in a few months you get next-generation applications.
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It’s highly probable that networks not originally designed to support multiple services 
will have problems dealing with the new demands of these applications, such as web 
conferencing and HD video, which require considerably more bandwidth than the pure 
data applications of even just 10 years ago. About 40 hours of HD video represent as 
much traffic as 1 million email messages.6 A single iPhone can eat up as much band-
width as 5,000 simultaneous voice calls, and HD video takes 35,000 times the band-
width of an average web page.7

In fact, video is often cited as one of the applications driving network utilization and 
rising bandwidth demands. Take the popular video-sharing website YouTube. In 2007, 
users uploaded 65,000 new videos and viewed more than 100 million YouTube vid-
eos daily, representing more than a 1,000% increase from just one year earlier. Only 
a year later, in August 2008, YouTube was the world’s number three site in terms of 
global minutes, and the number two global search engine, with close to 10 billion search 
queries a month.8 In one month in the U.S. alone, users watched 12.6 billion videos, 
translating to 591 million hours online.9 (The most popular video was downloaded 88 
million times by people around the world by June 2008.)10 

Given these types of numbers, it probably comes as no surprise that in 2008, Internet 
video made up approximately one-quarter of all consumer Internet traffic.11 As video 
makes the move to HD (and perhaps even 3D at some point in the future), the require-
ments on the network go up significantly. There are estimates that sites such as YouTube 
could, by themselves, produce enough data to more than double all Internet traffic.12

The 2007 Bernstein report predicts that approximately 157 million Americans will 
watch video on the Internet at least once a month by 2010.13 Others predict that in the 
foreseeable future, 100% of U.S. Internet users will view online videos regularly.14 IP 
video is predicted to represent 80% of all video minutes in 15–20 years.15 This repre-
sents a substantial amount of video content, particularly if you consider that the average 
time a U.S. home used a TV set during the 2007–2008 television season was up to 8 
hours and 18 minutes per day, a record high since Nielsen started measuring television 
in the 1950s (and a statistic worth exploring another day!).16 Then there are the mobile 
phone users, who spent three hours a month watching mobile video, a trend that many 
anticipate will grow significantly, especially in remote countries.17

As more people turn to the network, and more content is digitized, and the capabilities 
of the devices themselves continue to increase to support more of this content, it is per-
fectly feasible that the network infrastructure could start to strain under the demands. 
Keeping up with the bandwidth demands—in other words, being able to appropriately 
process all of the traffic at adequate speeds—definitely poses a challenge. 
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Keep in mind, however, it is a challenge that those 
who provision the network—telephone, cable, 
and mobile carriers—have been dealing with for 
some time now. Network traffic has been growing 
by about 50% year over year for the last decade,18 
and at this rate, the amount of traffic in 2020 will 
be 100 times what it is today.19 Yet carriers have 
kept up over the past 10 explosive years.

To see what carriers and providers in the U.S. have been dealing with since 2000, take 
a look at the predicted traffic demand shown in Figure 6-1. Can you imagine if your 
401k graphed that well? The growth isn’t that surprising when you consider people in 
the U.S. who used the Internet were online 27 hours a month (www.tvturnoff.org),20 
with predictions that 61% of the connected U.S. population will use the Internet daily.21 
Throw in all the things users do while online, from surfing the Web to watching video 
or playing online games (there are predictions that 33% of that U.S. Internet population 
will play games online),22 and is it any wonder that this has been occupying the world’s 
service providers for the last decade? It hasn’t exactly snuck up on them. Their data cen-
ters and network operations hubs have been bursting year after year after year. 

Estimated North American Demand (2000–2008)
12,000

Source: Nemertes Research, 2009
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Figure 6-1. North American Internet traffic from 2000 to 2008 increased slightly; the growth in 
2008 makes one wonder if the presidential election had a little to do with it. (In case you forgot, 
1 petabyte equals 1 quadrillion bytes.)

In fact, an overbuild of the network took place in the late 1990s and early 2000s that 
some providers never recovered from when the dot-com bubble burst. At that time, 
however, there was really only the promise of the adoption of users, devices, and a 

The amount of Internet 
traffic in 2020 will be 100 
times what it is today.

http://www.tvturnoff.org
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plethora of innovative IP applications and services. As this book postulates, the users, 
devices, applications, and services seem to have caught up. It isn’t the “if we build it, 
they will come” field of dreams of the past. Today, there are already lines, thousands of 
rows deep, at the ticket booth trying to get into the game. 

And while the network providers have been preparing for this moment, at least in their 
backbone and edge networks, the problem is that the rate of adoption and the ensuing 
network implications, particularly within the last mile (of the access network), may still 
have taken some by surprise. With IP traffic growth expected to continue, fueled by an 
explosion in video and other rich-media content as well as by mobile broadband growth, 
analysts are predicting bottlenecks and traffic jams on the network by 2012, especially 
in the U.S. Nemertes, an analyst research group, reported that demand on the network, 
which it estimated as growing roughly 140–150% year over year through 2013, could 
be gated by network capacity starting in the 2011–2012 timeframe. Demand represents 
what people would use if they could get it, while the capacity is the amount of traffic the 
network can actually handle (the supply). As with anything, when demand overtakes 
supply, problems arise. In this case, it can manifest itself in slow response times, disrup-
tions to audio and video delivery, and even total unresponsiveness.23 

We have already seen leading indicators. When pop legend Michael Jackson died in 
2009, there was a huge surge in online traffic, with some sites seeing a fivefold increase 
in traffic that resulted in periods of slowness and even downtime.24 Now, these were 
site-specific slowdowns, not network-wide, presumably due to the overload of those 
sites’ web servers and their inability to adequately handle all the requests for informa-
tion, but they illustrate how spikes and rapid traffic growth can impact the overall qual-
ity of network access. 

It could be indicative of things to come, particularly for mobile carriers, which are 
potentially more susceptible to these bottlenecks because of the verifiable explosion of 
traffic resulting from the rapid adoption of smartphones. For example, it is not unusual 
for an iPhone user to consume up to 1 GB of data per month, which equates to the 
consumption of approximately 5,000 simultaneous traditional voice users. For network 
providers who have been accustomed to supporting those 5,000 users, to suddenly have 
to support a large number of iPhone users places incredible strains on the network (mul-
tiply 2 million new iPhones by 5,000, and those 2 million new smartphone users have 
just replaced 10 billion cell phone users, or about double the world’s actual population). 
When that happens, real-time users can suffer from latency and lag time, slower down-
loads, and an overall less-than-stellar user experience.

Providers are working on reducing the amount of traffic flowing through the network. 
For instance, they are starting to offload smartphone traffic from the mobile network to 
a fixed one (phone/Internet service) as soon as the user enters her office or home. This 
automatic switch is only now possible due to the previously discussed convergence of 



Can the Internet Hit a Wall?  41

the fixed and mobile networks that is taking place within and among network provid-
ers. The benefit is that users can receive a more resilient, consistent connection. We are 
also seeing developers work on the strain that devices themselves place on the network. 
For example, RIM has a network operations center that formats web content before 
it is forwarded to its BlackBerry PDA device. It seems to work, given that the typical 
BlackBerry user only consumes about 20 MB per month. It remains to be seen, how-
ever, whether this approach will maintain its benefits as more and more 3G BlackBerry 
devices reach the market. 

There were some who predicted that if sales of 3G smartphones kept going strong, 
mobile carriers would run out of radio wave spectrum, which is required to add capac-
ity to the mobile network, by the end of 2008. Now that timeline has come and gone, 
and there was no major meltdown. 

However, there have been hints of the limits of today’s mobile networks. On September 
17, 2008, the Toronto Globe and Mail reported that AT&T, which sells Apple’s iPhone in 
the U.S., is supporting RIM’s BlackBerry Bold in 13 countries, but not the U.S. because, 
“both devices use the same next-generation (3G) network technology, but it now appears 
AT&T (T) wasn’t prepared for the bandwidth-hogging Apple (AAPL) device and doesn’t 
have the resources to launch the Bold until it cures its iPhone issues.”25 In September 2009, 
the New York Times reported that AT&T iPhone users in the U.S. were still experienc-
ing “dropped calls, spotty service, delayed text and voice messages and glacial download 
speeds,” due to the strain the phones were putting on the network.26

In early 2009, the New York Times wrote a story on the U.S presidential inauguration 
in the nation’s capital that focused on the fact that, “the largest cell phone carriers, 
fearful that a communicative citizenry will overwhelm their networks, have taken the 
unusual step of asking people to limit their phone calls and to delay sending photos.”27 
They anticipated that the technology-savvy onlookers were going to flood the airways 
sending and receiving high-resolution pictures and long video cuts, as well as blog posts, 
tweets on Twitter, and the occasional “it’s freaking cold out here!” texts.

Joe Farren, spokesman for the Cellular Telecommunications and Internet Association, 
was reported by the New York Times as saying, “If some of these estimates come true, 
people should anticipate delays with regards to sending text messages or making phone 
calls or getting onto the Internet….” According to the article, the group “asked people 
to send texts rather than make phone calls (text uses less bandwidth than speech) and to 
send photos only after the event.”28

The Internet’s top 40 sites slowed by as much as 60% by the time the inauguration 
ceremony started at 11 a.m.,29 as unprecedented numbers of people logged in to try to 
watch the historical event online. This points to the potential capacity limits of the cur-
rent network infrastructure, which strained and sometimes even froze under the spike in 
general traffic. There were no reports, however, of major issues with mobile connectivity 

http://www.att.com/gen/landing-pages?pid=3308
http://finance.yahoo.com/q?s=t
http://www.apple.com/
http://finance.yahoo.com/q?s=aapl
http://topics.cnn.com/topics/Internet
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during the January 2009 U.S. presidential inauguration. This could be due in part to 
the capacity that cell phone carriers feverishly added in anticipation of the onslaught 
of usage. They provisioned additional access points on cell towers and the necessary 
landlines to carry the extra traffic from the tower to the provider’s backhaul and core 
networks. This begs the question of how long we can stay ahead of demand with just-
in-time buildouts. Events and issues such as these may serve as a wake-up call for the 
entire industry. 

Predictions place the telecommunications service provider infrastructure market at over 
$100 billion by the end of 2008,30 but analysts place the specific investment in IP infrastruc-
ture at less than 10% of all service providers’ capital expenditures. Many are even more 
conservative, placing the percentage of investment in IP at 4–6%.31 That is well below some 
of the estimates of the investment needed to support the proliferation of users of Internet-
connected devices and IP services and applications. But then again, Moore’s Law32 may 
come into play here, which describes the ability to double performance approximately ev-
ery 18–24 months; it could mean that investment can remain fairly stable, yet still increase 
capacity at a decent rate.

However, Nemertes has predicted that the amount of investment service providers will 
need to make to build the IP network capacity required just to meet the projected gap 
(mainly at the edge) between supply and overall IP demand will be between $42 billion 
and $55 billion in the U.S. and $137 billion globally.33 Without appropriate investment, 
some predict user demand could outstrip broadband Internet bandwidth availability in 
the next two to four years.34 Will this happen? Maybe, maybe not. 

Traditionally, the bulk of investment in the telecommunications industry has come from 
the network service providers themselves. However, new models may emerge for sharing 
the burden of the investment or ensuring that the telecommunications industry is given 
the proper incentives to adequately build out the network. For example, the emphasis 
on broadband buildouts, which is on the agenda of many governments, could help. 

In U.S., the 2009 stimulus package could support $10 billion of investment in one year 
in broadband networks.35 In 2008, the Chinese ministry said Chinese carriers were 
expected to invest about $41 billion (USD) in 3G mobile broadband networks over 
the next two years, with at least $29 billion (USD) to be spent in 2009. Australia has 
announced the buildout of a national broadband network with plans to invest $43 bil-
lion over eight years to connect 90% of Australian homes, schools, and workplaces. 

Only time will tell if these investments are enough to meet and stay ahead of demand. 
As discussed in different segments of this book, a lot goes into upgrading the network. 
Investment includes laying more wires and more fiber-optic cables—particularly, in the 
last mile, which some say is the biggest lag behind demand36—as well as investing in 
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the routing, switching, and security infrastructure, among other technologies, to ensure 
optimal operation. New developments in architectures (data centers), protocols, and 
standards (such as Multiprotocol Label Switching—MPLS), and advances in addressing 
(IPv6) and security, will also be critical in the years ahead to ensure that the network 
can keep up. 

However, it must be said that history is on the side of the network, which has been 
very adept at finding ways to support the ever-increasing number of users, devices, and 
applications that want to connect. We have just begun to tap into the promise of the 
network. What it can do is still to be imagined. It’s why the network must continue to 
scale to demand and not hit the wall. The world’s societies, economies, and govern-
ments have to be up to the challenge. 
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The Mobile Me

It’s opener there in the wide open air.

—Dr. Seuss,  
Oh, the Places You’ll Go!
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Ubiquitous connectivity is the dream of the sustainable network. “Anywhere 
access” to the world’s information resources enables you to touch everything, 
at any time, from anywhere. It opens up a world of possibilities we have only 

dreamed about and seen in sci-fi movies and books. Mobility allows the network to 
overcome the constraints of being tied to a specific location (as with a modem line), and 
actually lets you take your connections with you wherever you go. 

It’s also fueling the network’s extension to parts of the globe previously locked out 
because of the lack of physical infrastructure (such as phone cabling) available to sup-
port access. In many parts of the world, the infrastructure is simply not there, but a cell 
tower can be erected and all of a sudden the population is connected—they now have 
unprecedented access to the world’s resources. It’s because of this ability to infiltrate all 
corners of the globe that mobility amplifies the network’s flattening effects. It makes 
no difference whatsoever whether you’re in Mumbai, India, or Mobile, Alabama. The 
same resources are available to you no matter who you are or where you’re located. 
This helps explain the direct correlation between strong GDP growth and the growth of 
mobile subscribers in developing countries.

Microsoft’s recent ad campaign around “Life Without Walls” captured some of the pos-
sibilities of this flat world well. Images of a roller coaster, a shooting star in the night 
sky, a boxer taking a punch, a fisherman holding up his catch—in other words, life’s 
happenings—spill from one device screen to another device screen, from a laptop to 
a mobile smartphone to a TV. The spilling seems effortless, demonstrating the mobile 
network’s ability to hand off connections between devices, which, when put together, 
give the total story meaning. 

For the sustainable network, being able to take the network with you, wherever you 
are, whatever you are doing, makes it easier for more people to use the network in 
more ways. And the number of people who currently turn to their mobile devices to 
access network services and applications continues to grow. For example, there were 
2.3 trillion mobile text messages sent as of mid-2008,1 and you could say some people 
are obsessed—the record for the most text messages is 217,000 in one month.2 If you’re 
trying to do the math, that’s one text message every 12 seconds! 

Estimates place the number of new mobile connections around the globe at 1.3 million 
every day.3 In fact, in December 2008, the mobile industry hit a big milestone, surpass-
ing a worldwide total of 4 billion connections to mobile devices, representing 60% of 
the entire global population.4 That number is expected to rise to more than 5.3 billion 
connections with annual revenues topping $1.03 trillion by 2013.5
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What Is Mobility?

Generally speaking, mobility is made up of two components—the portability of the 
devices that are able to access the network and the roaming access of the network 
itself. 

Portability refers to our ability to carry these computing devices and resources with us 
wherever we go. They may fit in our cars, backpacks, or pockets. The key is that they 
are not rooted to a single location. Some mistakenly assume, however, that because a 
device can come with us, it can automatically access the network from wherever we 
are. This is not necessarily true; the device may still need a physical connection to the 
network, which in turn would “root” it to whichever network we are accessing. A 
good example is when you connect your laptop to the network from your hotel room 
using the physical cable that is provided by the hotel. The device is portable, but the 
network access is still fixed. The Code-Division Multiple Access (CDMA) smartphone 
you bought in the U.S., when taken to Europe, is another example, because Europe 
doesn’t support CDMA connections.

Roaming is the second piece of mobility. It is the ability to access the network from 
wherever you are; in other words, without wires or a physical connection. Devices 
must support wireless access and a wireless network to transmit information (voice, 
data, video, etc.). The best example is when you use your mobile phone; you are using 
a wireless device that can connect to the wireless network provisioned by your mobile 
phone carrier, allowing you to make and receive calls and other information as you 
move from one location to another. A key feature of roaming is the capability of the 
device and the network to support hand-offs, which allow you to drive long distances 
and remain on the same call or session—the connection can persist as you travel 
between locations and between different networks’ cell tower coverage. 

When you combine portability with roaming, you have true mobility for convenient, 
anywhere, any way access to the network. The combo is priceless. 

If you have a smartphone or perhaps a mobile broadband card for your laptop, you 
know what’s driving the proliferation of mobile connections to the network. It’s the con-
fluence of lower price plans on increasingly powerful portable devices and the increasing 
availability of mobile broadband access. It’s telling that even in tough economic times, 
smartphones were the only mobile phone segment to show unit and revenue growth 
in the second half of 2008, and the only segment predicted to continue to maintain 
annual growth over the next five years.6 Along the same lines, the adoption of netbooks, 
which are watered-down laptops that generally have mobile broadband capabilities, 
have taken many by surprise. Predictions have more than 300 million netbooks being 
sold between 2009 and 2014.7
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These devices are all tapping into the mobile networks. There were estimates that 
there were already more than 200 commercial mobile broadband networks worldwide 
in 2007.8 In a year there was a jump of 125% in individual broadband subscribers 
between 2007 and 2008, hitting 210.5 million by the end of 2008.9 The rapid adoption 
of mobile broadband will most likely make it the dominant connectivity method for the 
world (read that last sentence again—it’s really rather amazing). And predictions have 
mobile broadband subscribers overtaking fixed broadband users in 2011, the same year 
broadband is estimated to reach 1 billion total subscribers10 (some predictions put the 
milestone of topping 1 billion mobile broadband subscribers just a little further out, in 
2013).11

Remember that the number of Internet users in developing countries was expected to 
eclipse the total number of Internet users in developed countries in 2008. The vast num-
ber of those developing-world users are accessing the network via their mobile phones. 
In fact, they are more likely to have their first Internet experience on their phones than 
PCs. People who might not be able to afford a landline, a computer, a car, a washing 
machine, or a toilet with running water are able to get online and access the wealth of 
resources of the network via their phones or other mobile devices. And it’s a virtuous 
cycle: as more mobile broadband connections become available, more users will use 
them and start creating more innovative applications, which will create more demand 
and necessitate more mobile access in these emerging markets.

Analysis by Informa Telecoms and Media reported that the Latin American and Carib-
bean region continues to demonstrate steady consumer growth with 16% year-on-year 
growth and subscription numbers predicted to hit in excess of 440 million, representing 
a 76% penetration.12 As noted before, Brazil is amazingly ripe for mobile broadband 
adoption, so it’s not a surprise that it added the most mobile Internet users in the region, 
at 19 million. In terms of annual growth, Peru has been on the fast track with subscrip-
tion growth of 33%, equating to 4.6 million new Internet subscribers.13 Asia is also 
strong on the adoption curve, as evidenced by China Mobile Ltd., which reported that 
25% of its total revenues in 2007 came from mobile data rates.14 

The telltale sign of the effect that mobility is having on the way value is extracted from 
the sustainable network is its encroachment on those with fixed access to the network. 
A J.D. Power poll released in June 2008 found a significant number of people have 
“cut the cord.” Twenty-seven percent of the wireless customers surveyed replaced their 
traditional landline phones with a wireless service and, of those, 61% have completely 
disconnected their home landline service. The Economist had an article that predicted 
the last landline in America will be disconnected by 2025.15 Have you disconnected? 
Have you thought about it? And perhaps more interestingly, why not?
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There are estimates that mobile lines will outnumber fixed lines nine to one by 2015. 
With that trend, there are challenges that we should understand. One relates to emer-
gency calls. For instance, with a landline, the origin of a 911 (emergency) phone call is 
easy to pinpoint because it is, by its nature, fixed. With a mobile connection, it’s a little 
trickier. Mobile service providers were legislated to ensure that they deliver the same 
911 service, but it has taken a little time for them to get there. The point is to be aware 
of how these networks are different and mindful of how that may impact you. 

On the flipside, mobile connections can make it easier for people who are out and about 
to get help if they need it , or help others that might be in trouble (many police depart-
ments are starting to ask citizens to send “text tips” of crimes or situations in progress). 
Additionally, future applications may emerge that allow individuals to carry personal 
medical information on their phones that emergency service personnel can access in an 
emergency. 

Mobile devices deliver on-the-go computing coupled with new and innovative applica-
tions that can further amplify their overall convenience. For example, Google recently 
introduced Google Latitude, which allows you to see your friends’ or family members’ 
locations on a Google map by tracking the locations of their cell phones (using either 
GPS or triangulation between cell towers). If you have Google Maps installed on your 
smartphone, you can see everybody’s location around town at any point in time, no 
matter where you are. By the time you finish reading this book, the number of innova-
tive applications that use this tracking ability for other purposes will no doubt be in the 
dozens or perhaps even hundreds. By 2015, you might be able to see satellite imagery 
of your friend’s real-time location as she visits the Eiffel Tower, and by 2020, you’ll be 
able to have full video and voice companionship with your friend as she sails across the 
Caribbean. Maybe even sooner. 

Mobile access to the network provides more than simply the flexibility and convenience 
of being able to access the network and its resources from wherever you are; it repre-
sents huge productivity gains, increased collaboration and agility, and new opportuni-
ties generated for individuals and businesses on a scale that simply dwarfs what has 
taken place in the past 20 years. Suffice it to say that mobility unlocks the power of the 
network in ways previously impossible or not yet imagined. Monstrously so.
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Take It with You

Twenty years from now you will be more disappointed by the 
things that you didn’t do than by the ones you did do. So throw 

off the bowlines. Sail away from the safe harbor. Catch the trade 
winds in your sails. Explore. Dream. Discover.

—Mark Twain
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Google has always had its eyes on the application layer of what the network deliv-
ers. It started with search and continues to revolutionize the services and appli-
cations we rely on as we go about our daily lives. The more we rely on those 

services and applications, the more we need the network to support them, fueling the 
exponential growth of its adoption, which in turn increases the use of the applications 
and services. It’s a self-perpetuating cycle that represents the possible. And if you are 
thinking that these services and applications are starting to border on the sci-fi depicted 
in movies, cartoons, and graphic novels, you’re right. Isn’t it exciting?!

At a fundamental level, we have been spoiled by the rise of the mobile machines. We’ve 
experienced moments when we were able to access the resources we needed, using the 
devices we wanted, from wherever we were. It’s a heady feeling the first time it works, 
and you don’t want to go backward. We are empowered. We are all walking encyclope-
dias, able to answer almost any question with a just a few taps of a button.

And in the past few years, whether we are at work, home, the airport, or a coffee shop, 
we demand to be able to log in and get access to our email, online music, video library, 
the latest news or weather, or whatever else pushes our buttons. We demand it and get 
cranky when it doesn’t happen. We want this communication to follow us wherever 
we go. The first cell phones did this with voice, but now we expect voice, data, and 
video access to be switched seamlessly and remotely between devices and locations. All 
in, what, the past 10 years? The corridors of Silicon Valley are littered with products 
and startups that didn’t provide true mobility in their applications. They didn’t get the 
simple premise. We want it all, all the time, wherever we go. Remember when two-day 
mail service was the gold standard? 

Time will tell if offerings such as Apple’s MobileMe, which automatically syncs con-
tacts, calendars, and bookmarks on a Macintosh computer within a minute of the 
change being made on another (Apple) device, will provide the next-generation features 
that push technologies, such as Microsoft’s Outlook server or the BlackBerry did for an 
earlier round of network usage (and that made us so addicted to mobility).

To see the capabilities network mobility offers, try looking at presence-based services 
(PBSs) that allow the connection to follow users, linking their different devices, such as 
a computer and mobile phone, so they can potentially be reached no matter where they 
are or which device they are using. Presence-based telecommunication services, includ-
ing instant messaging (IM) and push-to-talk (PTT), are growing rapidly,1 along with the 
burgeoning location-based services category.2 

These services customize the content and potentially the advertising that is delivered 
to users, based on the user’s physical location. Navigation services epitomize this cat-
egory, such as your car’s GPS navigator (or TomTom, which has more than 20 mil-
lion subscribers in 28 countries in 22 languages), which provides personal, step-by-step 



Take It with You  53

directions to a specific destination and pointers to gas stations, restaurants, and other 
potential sites of interest. 

An interesting fact is that GPS was originally built by the U.S. Department of Defense for 
$12 billion and was only declassified in 1983, some say due to pressure from companies 
that saw the commercial applications for the technology. Others attribute the pressure to 
multiple plane crashes that were the result of the rudimentary instrumentation available to 
pilots who couldn’t tell where they were. 

Other location-based services focus on safety or security, such as tracking your children 
or calling for help if there is an emergency. One common example is the in-vehicle secu-
rity, communications, and diagnostics system (such as On-Star) found in some vehicles. 
These services can locate stolen cars, open and start the car if the owner has lost his 
keys, call for assistance in the event of an accident, and more. (It hasn’t happened yet, 
but we’re waiting for some startup to allow cars to text you on your mobile: “I’ve just 
be stolen,” or perhaps more importantly, “The meter just expired and the meter maid is 
10 cars away.”)

It’s becoming more common for these applications to leverage your mobile phone rather 
than requiring a separate application-specific mobile device, which is a key difference. 
For example, if you had the right applications loaded on the right smartphone today, 
you could easily check the price of goods when shopping by scanning the bar codes to 
immediately see product comparisons, consumer ratings, and prices at competing stores. 
Visit Apple’s iPhone App Store for a list of thousands of new applications that lever-
age the iPhone’s features and connectivity—many of them are simply brilliant ideas of 
mobility and personal use. Other services, such as those offered by Loopt, Where.com, 
and Google’s Latitude, can send information about the location of the people you care 
about to your phone, allowing you to track friends and family members as they travel 
around the globe (for those times when people don’t want to be found, they can hide 
their locations or turn off the service). And the almost ancient Dodgeball.com (it’s been 
around so long it was purchased by Google) lets you track your social scene, following 
friends and amours around at night and on the weekends.

However, there is another side to all of these personalized applications and services. 
To deliver optimal value, the applications need to collect personal information, such 
as your exact location at any given time. This has provoked some consumer advocacy 
groups to question where the line should be drawn to ensure personal privacy rights. If 
you drive by a fast food restaurant with your mobile phone on and get a text message 
offering a free hamburger, is that a service or an invasion of privacy? In 2008, the Cen-
ter for Digital Democracy (CDD) and the U.S. Public Interest Research Group (PIRG), 
filed a complaint with the Federal Trade Commission charging that advertising compa-
nies should be required to provide more disclosure to mobile customers about the type 
and usage of data they collect.3
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Typically, it is not the mobile service providers that are using this information, but rather 
the mobile marketing companies that are trying to target potentially receptive audi-
ences (like our fast food example). There are opt-in guidelines that require marketers 
to get consent prior to carriers releasing any information. However, consumer groups 
are lobbying for more transparency in these opt-in guidelines to ensure that customers 
know exactly what they are authorizing and how information may be used. It may not 
seem like a big deal right now, just a message or two, but given current and anticipated 
adoption rates, it won’t be long before your mobile phone knows you have a headache 
and recommends relief at a nearby pharmacy. Privacy will become a bigger deal as 
location-based applications and services become more prevalent and as the sustainable 
market connects everyone. If privacy and data integrity are not protected, the overall 
sustainability of the network is at risk. No one wants to be bombarded with marketing 
messages, and tolerance for intrusions into personal lives will wear thin extremely fast, 
threatening the very growth and possibilities for good that the network can represent. 

We know there are best practices that reputable mobile marketers and providers fol-
low—the real question is whether these practices will evolve at the same speed as the 
blistering network adoption rates to ensure the protection of the user. Can the industry 
get ahead of the issues or will it be forced into dealing with them through consumer 
groups? For example, many Internet marketing companies placed more stringent disclo-
sure and data retention policies for behavioral and search data only after being pres-
sured by the European Union and privacy groups.4 We are starting to see pushback on 
marketing ploys that require personal information before you can make a purchase (ever 
been asked for your phone number or email address when trying to buy a product?). Only 
time will tell what is acceptable and when enough is enough. It’s predictable, however, 
that the number of customizable applications available to enhance the overall utility and 
experience of the mobile network will continue to increase in number and imagination. 

And people everywhere are experiencing the 
possibilities, using the network to connect and 
develop relationships that are changing their 
lives. Users in both the developed and devel-
oping world are increasingly turning to their 
mobile devices to do everything from making 
phone calls to reading their email messages to 
searching the Web. The availability and adop-

tion of increasingly powerful and affordable phones is putting network access within 
the hands, literally, of the world’s population. A recent Nielsen report confirmed that 
users in developing countries are increasingly using their mobile devices as their pre-
dominant portal/browser for web access and entertainment—everything from reading 
news to playing video games. 

By 2020, smartphones will 
be the primary Internet 

connection for most 
people around the globe.
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And as smartphones become more readily available throughout the world, the vari-
ety of applications and mobile usage only promises to grow. Take the consumption of 
news—more than 10% of mobile users read the news on their mobile devices.5 And 
approximately 20% of smartphone users perform mobile banking. Insight Research 
Corporation expects mobile financial services to more than triple between 2009 and 
2014; these financial applications on cell phones will attract 2.2 billion users in that 
time, generating close to $124 billion for application developers and mobile operators.6 
Interestingly, among users with basic cell phones, fewer than 3% conduct financial 
transactions. This is a testament to the fact that the adoption of these more powerful 
mobile devices will lead to faster and greater adoption of more media-rich services and 
applications. 

At the beginning of 2009, approximately a quarter of all cell phones in the U.S. market 
were smartphones,7 with nearly half of all consumers planning to upgrade to a more 
advanced device within the next two years.8 The switch to smartphones capable of 
accessing the Internet is causing a marked increase in the level of mobile search activ-
ity. Almost 40% of mobile users report that they access the Internet from their mobile 
devices. This represents a 6.5% increase since September 2007.9 According to a report 
by Pew Internet & American Life Project, by 2020, smartphones will be the primary 
Internet connection for most people around the globe. But I think you would be safe to 
lay odds on cutting that time in half. 

In large part, the mobility of the network enables greater personalization and subse-
quently makes the network more relevant for each individual user. It is a giant rolling 
snowball that is gaining momentum and size. Literally millions of people, and soon bil-
lions, are able to connect to the world for the first time, changing their economic, social, 
and political fortunes forever. 

Is the sustainable network mobile? Yes. In fact, without mobility, half (if not more) 
of the world’s population would not be participating. The numbers appear so skewed 
toward mobility that soon there will not be a distinction between mobile and non-
mobile. It probably won’t be long before generations will see connecting to the sus-
tainable network with a wire as not only old school, but impractical. It won’t matter 
whether you’re mobile or not, just that you’re connected. And we will have to determine 
what that means, in terms of privacy and future uses, for us as individual nodes on that 
network, as well as collective communities. 
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The Network’s Green Factor

It’s not easy being green.

—Kermit the Frog
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Being green often comes with complications. No one is naïve enough to think 
that all this connectivity doesn’t have an impact. It most certainly does; in fact, 
Gartner estimated the impact of the information and communications technol-

ogy (ICT) sector at 2% of the world’s CO2 emissions,1 while others place it at 3%. To 
put it in perspective, over the past couple of years, ICT, of which the network is a key 
component, has overtaken the emissions generated via the airline industry. That means 
there are more emissions from the ICT sector than all the airlines and jet fuel and vapor 
trails in the sky! That represents plenty of opportunity for improvement and a call to 
action for the industry to clean up inefficiencies and reduce consumption (a challenge 
that will be covered in subsequent chapters). But the underlying question still remains: is 
the network sustainable? Can the network help save the world and simultaneously save 
itself? As Kermit the Frog would vouch, it’s never easy.

ICT needs to work to reduce its own emissions, but it also needs to help other indus-
tries streamline operations and reduce their overall emissions. The ICT sector is being 
heralded by governments and environmental advocates alike as an integral party to any 
climate-change solution. The World Wildlife Fund (WWF) has stated that a doubling or 
even tripling of the ICT sector’s CO2 emissions could be considered strategic if the over-
all benefits of ICT are fully realized within other sectors. A recent report, “Smart 2020,” 
commissioned by the Global eSustainability Initiative (GeSI), with analysis by McKinsey 
& Company, estimates that ICT has the potential to reduce global emissions by 15% 
by 2020, saving the global industry more than $946 billion in annual energy costs and 
representing approximately 7.8 billion tons of CO2, which is five times the sector’s own 
footprint.2 Insight Research Corporation places the value of “green offerings” within 
the telecommunications sector slightly higher, at approximately $1.2 trillion over the 
next five years, based on the estimated price of abated carbon emissions.3 

McKinsey also released a detailed study, “Pathways to a Low Carbon Economy,” which 
contains “more than 200 opportunities, spread across ten sectors and twenty-one geo-
graphical regions, that have the potential to cut global greenhouse gas emissions by 55 
percent below 1990 levels by 2030, a reduction of 70 percent from the business as usual 
scenario.”4 The estimated cost for these measures represents less than one half of 1% of 
global gross domestic product. For example, in Australia, a Climate Risk Report identi-
fied the “use of telecommunications networks as one of the most significant opportuni-
ties to reduce the national carbon footprint.”5 The report estimated the opportunity at 
approximately 5% of Australia’s total national emissions. 

The basis for the network’s environmental value lies in the very nature of the network—
a global communications infrastructure capable of providing virtual access to people 
for all resources and all information. Its potential to reach and touch everyone on the 
planet is unlike any other existing tool humankind has. I know that sounds hokey, but 
it’s absolutely true. Not only is it one of our best sustainable platforms to address 
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environmental issues, but I also think it’s the catalyst into the 21st century that we’ve 
been waiting for. 

Those are big kudos, I know, but realize that 
the network can unite the world with its access 
to information to coordinate more sustainable 
consumption habits while delivering new appli-
cations that can help us reduce our unilateral 
carbon footprint. It’s both the teacher and the 
school. Whether it is replacing something physi-
cal with something virtual or helping to drive 
efficiencies and conserve resources, network 
innovation can help us better manage our con-
sumption. Even today, in what must be consid-
ered its infancy, the network is already helping 
businesses to reduce waste and streamline opera-
tions, while allowing cities and governments to 
control resource allocation (and more effectively 
manage those resources). 

Other chapters in this book showcase how the 
network provides abatement opportunities (in 
tandem with the rest of the ICT sector) that cover 
transport reductions via remote office and web-
conferencing capabilities, improved supply chain 
and distribution logistics, building management controls, smart grid technologies, and 
general dematerialization (where physical goods are replaced with their virtual equivalent). 

This is where the carbon footprint becomes relevant, because it establishes a baseline 
for measuring progress. For example, consider individual household residential energy 
use and the use of nondiesel motor fuel for cars. Together, these items are responsible 
for about 1.2 billion tons of CO2 each year in the U.S., making up approximately 40% 
of the U.S.’s 6 billion tons of carbon emitted each year.6 While recognizing there are 
regional differences that can dramatically affect the percentages (see Chapter 10), it’s 
fair to use these numbers to represent and measure the scope of the opportunities that 
are echoed, at some level, around the globe. If we can identify ways to reduce our 
emissions—for example, via better heating and power controls or reduced travel, most 
of which the network can facilitate—we have a networked way to better manage our 
consumption and measure it. 

So, the network can help to dematerialize and make each and every citizen on the planet 
more efficient. It can also gather and distribute the data proving it. It can give us bench-
marks and even program our devices to work within those parameters. It can give each 

The “Smart 2020” report 
estimated that ICT could 
cut annual CO2 emissions 
in the U.S. between 13% 
and 22% through 2020, 
translating gross fuel and 
energy savings of between 
$140 billion and $240 
billion, or a reduction 
of 11% to 21% in total 
oil consumption and a 
reduction of 20% to 36% 
in imported oil.
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of us individual sustainability plans based on our ages, locations, income levels, and 
digital acumen, then help us carry out those plans.

There are four factors that will either hamper or aid the network’s ability to be a green 
factor:

1.	 The availability of high-speed broadband Internet access around the globe (Chapter 5)

2.	 The creation of effective telecommunications technologies that can credibly sub-
stitute large swaths of the need for travel, commuting, and face-to-face meetings 
(Chapters 14 and 15)

3.	 The continuing innovation of applications and services that can dematerialize how 
we conduct business and live our lives (Chapter 13)

4.	 The ongoing improvement of the network’s own energy consumption to keep the 
impact of exponential network adoption at a minimum (Chapter 16)

Imagine the possibilities if we were to hit upon the right mix of all four.
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Carbon Footprints 

You can’t manage what you can’t measure.

—Business and Management axiom
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You can’t improve what you don’t know, and you have no way of figuring out if 
something is getting better or worse unless you can measure it. So, what’s your 
carbon footprint? How about the footprint of the company you work for or the 

city you live in? How about the footprints of the companies you do business with? How 
about your car? Your bag of potato chips? Your favorite jeans? Don’t know? Don’t feel 
bad. The measurement standards are still in question and the debate for what consti-
tutes a carbon footprint is currently playing itself out in the global theater. 

Generally speaking, a carbon footprint is the amount of CO2 emitted into the atmo-
sphere via any given activity; it can be attributed to almost anything, from a single 
product or individual to the operations of a business, government, or an entire country. 
The issue revolves around the expansiveness of the carbon footprint—how wide do 
we throw the net when measuring all the ways in which we can possibly impact the 
environment?

Empirically speaking, we start at a disadvantage, because if I remember correctly from 
my third-grade science class, we humans emit CO2 every time we breathe. Thankfully, 
we are forgiven for the factories that our bodies are, as calculations of our carbon foot-
print tend to focus on the carbon emitted as the result of all the energy (gas, heat, and 
electricity) we consume as we go about our daily lives. 

Watch Your Weight
To figure out your individual or household carbon footprint, you would typically mea-
sure the emissions from your home and appliances (which can be extrapolated from 
your gas and electricity bills) and from your transport emissions (averaging your daily 
or weekly commute trips using both public and private transport and your air travel 
estimates) for the year. Let’s follow carbon convention for a few more steps. 

Within those steps, you’ll find that the devil is in the details. I did a quick search on our 
beloved sustainable network (as opposed to personally driving to the nearest library 
and back several times), and I found a variety of calculators to determine my impact. I 
tried several of them. Each had different inputs and levels of detail and each seemed to 
return a completely different number. I consider myself a reasonably intelligent person, 
but I have to admit, I found many of the results downright confusing, if not obfuscated.

When confused, I race to the nearest expert I can find. So, being of British heritage, I 
found a recent study from the United Kingdom’s Department for Environment, Food 
and Rural Affairs called “Defra 2007: Act On CO2 Calculator Public Trial Version – 
Data, Methodology and Assumptions.” This study estimated the average person’s car-
bon footprint at 4.483 tons per year (approximately 9,885 pounds—sounds bad, eh?). 
2.687 tons come from home and appliances and 1.796 tons come from transport.1 Rec-
ognizing that a family of four doesn’t emit exactly four times as much as a household 
of one, you can take some liberties and loosely extrapolate a household’s footprint at 
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17.932 tons (39,540 pounds). While this is an interesting reference point, additional 
research explained that these numbers can’t necessarily be applied on a global scale.

Measuring a Footprint

The U.N. Intergovernmental Panel on Climate Change estimates that human activity 
creates 32 billion tons of carbon dioxide a year, with 15 billion tons staying in the 
atmosphere and adding to climate change.2 Different CO2 sources have different calcu-
lations, some of the most common include:

• Emissions from gasoline. For every gallon of gas consumed, 20 pounds of car-
bon dioxide are emitted.3 To convert miles per gallon (mpg) to liters per 100 km, 
divide 100 by (mpg /3.785*1.6093).

• Emissions from electrical energy consumption. This is usually presented on the 
basis of total mass (tons) and output rate, such as pounds per kilowatt hour (kWh) 
or megawatt hours (MWh); 1,000 kWh equals 1 MWh. For every kWh of power 
consumed, approximately 0.524 pounds of carbon dioxide (CO2) are emitted. 
Other terms used to measure the rate of energy use or production are watts and 
joules, which are equivalent terms representing the unit of energy expended per 
second; 1 kWh is equal to 3,600,000 joules (3.6 megajoules) or watts. These terms 
can be used to measure mechanical power, heating value, and electric energy. 

• Emissions from heat dissipation (from heat or steam use). This may be calculated 
in British thermal units (BTUs), joules, therms, or pounds, all of which can be 
converted to kWh; 3.41 BTUs is the equivalent of 1 watt of power consumption. 

Indeed, it turns out that one of the biggest determining factors of our carbon footprint 
is our pinprick location on the globe (where we live and do business, and whether that 
location relies more heavily on “clean” or “dirty” sources for its power generation, 
changes our output considerably). 

On the spectrum of clean versus dirty pinpricks, coal is considered the dirtiest power 
source; natural gas produces half the CO2 of coal, and solar and wind technologies are 
considered renewable energy sources that have low to no carbon emissions. Countries 
such as Amsterdam, which is leading the way in wind power generation, and France, 
which gets most of its energy from nuclear power plants, emit, on average, consid-
erably less than countries that rely on more carbon-intensive power generation. Coal 
provides almost 50% of the power used in America and Germany; it represents 70% 
of India’s power generation and 80% of China’s.4 In fact, China has overtaken the U.S. 
as the single largest carbon emitter in the world, building a new coal-fired plant once a 
week, while simultaneously setting a goal of attaining 20% of its energy from renewable 
sources, such as wind, by 2025.5
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But it may not be as simple as determining whether or not your exact pinprick location 
is using coal or not, because the emissions from coal can also vary widely depending on 
how much nonflammable and sulfur material it contains. There are also coal factories 
with “scrubbers” that clean the air and gases they exhale. This is why the first input that 
most carbon footprint calculators require is the location of the individual or business, 
so that the makeup of the carbon emissions from the different power generation sources 
can be appropriately applied. Often, countries will factor the percentages of emissions 
generated via multiple sources and assign an average carbon emissions rate that people 
and businesses can use to calculate their emissions in that country. 

So, since I’m at a pinprick location in California, the average household CO2 emissions 
per year is between 37,921 and 41,853 pounds, which turns out to be in line with my 
family’s outputs over in Great Britain. This is slightly better than other places around 
North America, such as New York, where the average is 48,357 pounds, or Houston, 
at 68,188 pounds.6 Houston at almost twice that of California? Why such a big differ-
ence? Well, while the source of the power generation certainly influences the average 
carbon footprint of a particular location, it is not the only factor that plays a role. 

Another influence is the natural climate, which may compel residents to want to use 
more or less heat or air conditioning at any given time of the year. Another is the prox-
imity of resources, which may necessitate more or less travel. For example, if you can 
walk or use mass transit to get to your job or the corner store versus driving down the 
mountain or across half of suburbia, your carbon emissions will be lower. A related 
factor is the public transport infrastructure, which either enables or hinders the use of 
more environmentally friendly commute and travel options (regardless of whether you 
use them or not). 

In addition, the level of disposable income found within the community can play a 
role, as upfront costs of more energy-efficient solutions may require deliberate invest-
ment (such as putting solar panels on your house). This leads to a less tangible but 
very important influence on the size of your average carbon footprint in a particular 
location—namely, the general mindset of the population and whether or not it per-
ceives climate change to be a risk and a responsibility. Also, power consumption can be 
affected by the regulatory landscape and the goals of the governing bodies, which may 
be focused on education or imposing incentives or penalties around certain energy use 
behaviors. All of these factors can play a role in the carbon footprint of your individual 
or household pinprick because they can affect decisions about consumption choices. 

While there is a basic level of agreement that calculating someone’s household and 
travel consumption will provide a reasonable and easy-to-identify baseline, there are 
questions swirling around whether it is enough. There are discussions about whether it 
is as complete and fair a representation as possible. Are there other factors that should 
be included? What about all the stuff we buy during the year, and what it takes to make, 
transport, and dispose of those things? What about what you consume when you are in 
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your place of work or while you are visiting another location? Some home workers have 
made the case that their household footprints are amplified because they are at home 
far more than a regular office-goer, consuming energy at home that the office-goer is 
using in his work setting. On the flipside, office-goers point out that their work environ-
ments are, in large part, out of their control, and their work emissions are accounted 
for within the business’s own carbon footprint. You can see how it can become quite 
a dizzying discussion—and the complexity only grows when looking at the public and 
private sectors, where the scope and convolution can rapidly multiply. 

Don’t Forget to Take It to the Office
So what do organizations and businesses look at when calculating their carbon foot-
prints? They take into account different scopes of emissions, which are categorized as 
follows: 

Scope 1 

These are “direct” emissions and include all greenhouse gas (GHG) emissions gen-
erated from sources actually owned or under the control of the organization, such 
as its own power plants, generators, or chemical processing facilities. These emis-
sions are most commonly found in resource-intensive industries such as mining or 
energy. They may also come from the use of alternative power sources, such as 
backup generators. 

Scope 2 

These are considered “indirect,” representing the emissions that are the result of gas 
and electricity that the organization purchased and then consumed. These emissions 
come from the power used to run everything under the organization’s complete con-
trol, from the lights and temperature controls to the appliances and IT equipment. 

Scope 3 

These are also “indirect” emissions, and represent all other emissions created dur-
ing the organization’s lifecycle but not under the organization’s direct control. Scope 
3 emissions are probably the hardest to accurately track, as they can include every-
thing from employee travel and commutes to supply chain emissions and the trans-
port of finished goods. 

The bulk of the emissions for most organizations is made up of Scopes 2 and 3; there 
may be some overlap in what is counted within an individual’s own carbon footprint, as 
in the case of commute and travel. While this is something to keep in mind in its totality, 
it is generally considered of benefit for an organization to try to understand all potential 
impacts of its extended operations so that policies, procedures, and processes (such as 
supporting a network-enabled remote office or telecommuting) can potentially be put in 
place to mitigate those impacts. 
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Interestingly, many of the factors we discussed as influencing an individual or house-
hold’s carbon footprint can also be applied in the business setting. The natural climate 
plays a role in the amount of energy the organization consumes to heat or cool its facili-
ties, not to mention its data centers, which house IT equipment that can be adversely 
affected by temperature fluctuations. The proximity of offices to the workforce and the 
broader business community (made up of customers, partners, and vendors) and the 
accessibility of public transport can significantly influence the amount of CO2 that is 
attributed to a business’s carbon footprint due to employee commute and travel. 

In many regards, the interest of the organization in understanding, managing, and ulti-
mately reducing its carbon footprint and environmental impacts can be attributed in 
large part to business economics. Hopefully, a sense of responsibility may play into the 
decision-making process, but as with individuals and households, it is often constrained 
by an analysis of what the organization can and is willing to afford. While implement-
ing energy-efficient practices and technologies can reduce the operational costs associ-
ated with running the business (in the form of lower heating and electrical bills), it often 
requires upfront investments. The motivations of the organization to consider the initial 
capital costs for longer-term gains are often tied to the macroeconomic climate and bal-
ance sheet of the business. There is also a vast landscape of environmental directives, 
legislation, and standards that the organization needs to contend with and adhere to 
in order to do business. The regulatory landscape, which includes activities on a local, 
national, and even international scale, may determine the types of considerations that 
the organization has to make regarding overall consumption and emission management 
at an individual and business level. 

In addition to a business’s operations, many are calling for a business’s footprint to 
include the footprints of the services or products it delivers to market. Presumably this 
would consist of the consumption of those products and services while they are in use, 
estimated and detailed by some carbon footprint label attached to the product. There 
are also discussions of imposing carbon taxes and disposal fees on products that use 
excessive energy. So, a business that provides toasters might potentially have to charge 
for the product, its lifetime use of toasting energy (in the form of a tax), and a disposal 
fee for recycling the spent toasters and any toxic material recovery. 
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The Rules of Footprinting

The business standards that exist for GHG emissions cover environmental, social, and 
ethical components, but they tend to be very general and offer only basic guidelines. So 
the world’s governments have stepped in through directives, regulations, or laws, mak-
ing it a veritable maze to navigate. The rules can vary from country to country, with 
different governments placing different emphasis on different aspects of sustainability. 

It is a benefit to business organizations to become more environmentally savvy and to 
pay attention to their carbon footprints to get ahead of any potential business impacts. 
There are ongoing discussions on the global stage, led by organizations such as 
the World Business Council for Sustainable Development (WBCSD) and the World 
Resources Institute (WRI). Emissions and footprints are also key topics of discussion 
during events such as the World Economic Forum, the U.N. Global Compact meetings, 
and the U.N. Climate Change conferences (which will strive to get commitments and 
clarity on where to take the Kyoto Protocol at the next major meeting in Copenhagen 
at the end of 2009).

The climate accords of the Kyoto Protocol call for the reduction of CO2 by 50% before 
the year 2050. Industrialized countries set targets to reduce their collective GHG emis-
sions by 5.2% compared with the emissions from 1990; national targets range from 
8% reductions for the European Union and some others, to 7% for the U.S. (which did 
not sign the Protocol), 6% for Japan, 0% for Russia, and permitted increases of 8% 
for Australia and 10% for Iceland. Some countries have taken their reductions further: 

• Japan has committed to reducing its CO2 consumption to 6% below its 1990 level 
by 2010. 

• The European Union has set a goal of reducing CO2 by 20% by 2020.

• The United Kingdom has set a target of reducing CO2 by 20% by 2010 and its net 
carbon amount by at least 60% from the 1990 baseline by 2050.

• The Netherlands has a goal of a 30% reduction by 2020.

• Germany set a 21% reduction goal by 2012.

• In the U.S., despite not signing the Kyoto Protocol, there have been efforts to 
reduce CO2 levels, particularly at a local level. For example, over 500 mayors 
representing more than 50 million Americans have signed the Mayor’s Climate 
Protection Agreement, pledging to reduce GHG emissions in their communities. 
And California is aiming to reduce its CO2 by 80% by 2050. The 2009 Clean Air 
and Security Act proposes reducing U.S. emissions to 17% below 2005 levels by 
2020 and 83% below by 2050 (the bill had passed the House and was working its 
way through the Senate at the time of this writing).
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A Product’s Carbon Footprint
It all begins with the carbon footprint labeling of products. However, there is no stan-
dard for what should be included in that label. Large retail establishments around the 
world have announced plans to place carbon labels on many of the goods on their 
shelves and in their racks (including the retail giant WalMart), but the timelines for 
delivery have stalled because of the complexity of scoping and then tabulating the car-
bon footprint. 

For example, it is easy to identify how much electricity a product can reasonably be 
expected to consume and, consequently, the CO2 it will emit when in use, based on 
the average energy draw and life expectancy. For example, a hairdryer emits about 57 
pounds of carbon dioxide a year, a dishwasher emits 59 pounds, a central AC unit emits 
4,067 pounds, and a TV emits 548 pounds.7 You could multiply these amounts by the 
number of years they are expected to be in use, and you’ll get the carbon footprint of 
the product. But is that single measurement representative of the true carbon footprint 
of those products? 

What about its entire lifecycle from beginning to completion, from the research and 
development to the disposal of the product? This is often referred to as a product’s 
embedded carbon, representing the carbon that was emitted to create it—it’s the impact 
of its very existence, even if it is never used. In an ideal scenario, to truly understand the 
overall environmental implications of everything we purchase, use, and throw away, the 
carbon footprint label would include any and all CO2 emitted or predicted to be emitted 
from the start to the end of the product lifecycle, activity, or operation. 

But how far back do you go? How detailed do you get? Does it include the travel the 
sales rep did to talk up the product to the retail establishments that will eventually sell 
it? Does it include all of the retooling of the manufacturing plant that was done before 
production began? Does it include all the steps and energy expended in creating the 
components that go into the product? Does it include all the shipping and transporta-
tion required to get components from their manufacturing plants to the facility that’s 
producing the product to the distribution house to the end destination? The list goes on 
and on, seemingly indefinitely. 

And this is where the company—which makes thousands, maybe even millions, of these 
widgets—comes back into play in determining the carbon footprint. It is unclear as 
to where the lines will be drawn or even how organizations will get the visibility and 
accountability for certain aspects of their operations and product delivery that are not 
within their direct control. However, it is not unimaginable that some portion of an 
organization’s carbon footprint will be included in the lifecycle carbon footprint label of 
a product in the near future, and vice versa; that the footprints of services and products 
will be accounted for, in some way, in the company’s carbon footprint. 
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As a result, many businesses have invested in an infrastructure to calculate their carbon 
footprints and are looking at how to quantify the carbon footprints of their products 
in anticipation of pending requirements. For example, in March 2009, the U.S. Envi-
ronmental Protection Agency (EPA) put forth a proposal,8 under the Clean Air Act, that 
requires all major U.S. GHG emitters to report emissions in a national database. The 
proposal covers approximately 13,000 facilities, representing approximately 90% of 
the country’s emissions, including fossil fuel and industrial chemicals suppliers, motor 
vehicle and engine manufacturers, and direct emitters of GHG that emit 25,000 or more 
tons of carbon a year. This process will require investment; the EPA estimates that first-
year compliance will cost the private sector $160 million, with subsequent years costing 
$127 million. It’s a sure sign of what’s to come. 

The Business of Reducing Carbon
To get ahead of the curve and reduce risks related to climate change, many businesses 
have started to report their own carbon footprints on a voluntary basis. The content 
may be contained in corporate sustainability reports, as part of the organization’s finan-
cial annual reporting, or included in public repositories such as the Carbon Disclosure 
Project’s (CDP) annual report, which houses the world’s largest repository of corporate 
climate change information (www.cdproject.net).

In addition to reporting on their carbon footprints, many leading companies have also 
set reduction targets around the carbon emissions, implementing a variety of processes 
and programs designed to create consumption efficiencies. Some of these include using 
the network in efforts to reduce travel and commuting, as well as achieving general 
operational efficiencies. Some organizations, such as Google, Yahoo!, and Dell, have 
announced plans to be carbon-neutral. 

Some companies have gone so far as to aim to be carbon-positive. Car service provider 
Ecoigo says it will offset double the emissions from all its vehicles, as well as the energy con-
sumed by its office. Fiji Water has set a goal of offsetting its total carbon footprint by 120% 
(www.environmentalleader.com/2009/01/21/eco-generosity-to-make-waves-in-2009/).

So, how is it that companies, which are by nature fairly large in scope and in consump-
tion, are able to make these claims or set these targets? 

A business has to make a commitment to reduce its emissions from its operations and 
to offset what it can’t reduce by investing in technologies or activities that are carbon-
positive to make up the difference in its targets. Something that is carbon-positive actu-
ally reduces the amount of CO2 in the environment—the most basic example is a tree, 
which can absorb an average of 50 pounds of CO2in a year.9 In fact, a recently released 
40-year study by the University of Leeds found that trees absorb nearly one-fifth of 
humanity’s CO2emissions.10 There are manmade examples out there as well, such as 

http://www.cdproject.net
http://www.environmentalleader.com/2009/01/21/eco-generosity-to-make-waves-in-2009/
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cement developed by British firm Novacem; the production of the cement creates 0.4 
tons of CO2, but during its lifetime it is capable of absorbing 0.6 tons of CO2, making it 
a carbon-positive product.11

In the meantime, the best way to get ahead of the carbon curve is to begin to inven-
tory and measure all impacts, to understand potential exposure to risks, and to identify 
opportunities for improvement and gain. To date, individuals and organizations are 
making estimates to the best of their abilities to try to capture a more complete carbon 
footprint, while keeping an eye on a realistic scope and ultimately results that are com-
parable and easily understood. 

The key is coming up with a more holistic system that provides a clear picture of the 
environmental implications for each of our choices and actions. A system that avoids 
confusion and duplicate attributions is one that accurately and clearly defines what is 
counted, and who is responsible for what, whether that is an individual, a household, 
a public or private sector organization, a product, or a service. It is important to get it 
right, because only once we understand and quantify it can we seriously try to figure 
out what to do to alter our global course. Remember this chapter’s epigraph: “You can’t 
manage what you can’t measure.”

Oh, by the way, there is also the matter of whether carbon should be the only footprint 
factor. Water could arguably be a more precious and scarce resource than fossil fuels, 
or the issue of biodiversity, or even the climate change effects of other GHG emissions, 
such as methane, which is fairly prevalent and very long-lived. For example, should busi-
nesses have to report on how much water they use in their operations? Many wineries 
in California’s dry climate do just that because the wineries are so water-intensive. On 
a personal level, you could look at your food intake. Theoretically, vegetarians should 
have much lower emissions than meat eaters because cows produce the GHG methane, 
plus it takes approximately 16 pounds of grain to produce 1 pound of meat. Should that 
be a part of an individual or household’s footprint? (As an aside, $48 billion worth of 
food was thrown out last year, begging the questions: how can we create a more sustain-
able food distribution model, and how can the network help?)

According to the Footprint Network, the world’s ecological footprint is currently 23% 
over capacity, and it takes about one year and two months to regenerate what we con-
sume in a year. So, while progress is being made toward standardizing on a footprint 
measurement, the debate about what that measurement should include is far from over. 

I’ve gone almost an entire chapter without mentioning the network. Hopefully, you 
already understand that everything we are about to do to measure, manage, and manip-
ulate our consumption culture will be globally communicated and synchronized online. 
How else do you change a planet, except by using the only global tool we have?
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Net Efficiencies: Maximizing 
Resources While Minimizing Waste

You have to think about “big things” while you’re doing small 
things, so that all the small things go in the right direction.

—Alvin Toffler
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The network makes all kinds of things possible to promote environmental sustain-
ability—smart buildings, intelligent transport systems, just-in-time supply chain 
management, and the list goes on and on. ICT enables many efficiencies that are 

creating the forecasts for potential carbon emission reductions in the 15–40% range. 

What’s a Net Efficiency?

Can’t envision what these efficiencies might look like? You swipe your key card to get 
access to your office, and it sends a signal to the automated building management sys-
tem. You hear a click unlocking the door and then the lights and air conditioning units 
turn on. When you exit the building, the lights and air conditioning adjust; if it’s the 
middle of the day, they simply dim, and if it’s the end of the day, they turn off altogether. 

Or you stop at the convenience store to buy a jug of milk and the transaction is scanned 
and automatically uploaded to an inventory system, which waits until a certain thresh-
old number triggers an order for a replacement shipment of milk. The guesswork is 
removed for the store manager. No longer does anyone need to estimate when they will 
need to order more milk. In fact, the inventory system database might physically be in 
Atlanta, Georgia, while you are at the convenience store on Grand Street in Eugene, 
Oregon. The risk of too much milk has been reduced—all the waste associated with 
producing, transporting, and then getting rid of the milk that is not bought is mini-
mized. Fresh milk brought to you by the network through a series of connections is the 
way of the world’s supply chains, from tanker ships to vending machines. 

There are thousands, if not tens of thousands, of examples of how the network is being 
applied to create efficiencies; some are as simple as adjusting a building’s lighting and 
temperature controls, and others as complex as managing an entire energy grid. There are 
wireless water sprinklers that can communicate the ground’s moisture level for watering 
only when a landscape actually needs it. There are whole-home systems that allow you to 
see what your house is doing while you are out. Every traffic light, car, and GPS mobile 
phone can be connected. City by city, state by state, and country by country, it can all be 
connected to share data, results, plans, and ideas that work. Smart houses, smart cars, 
smart stores, and restaurants, and hospitals, and schools are all within reach. 

The network plays the connector role, linking resources and information to innovative 
applications and devices to better minimize, not to mention monitor, our every environ-
mental impact. New net-aware applications are making for real-time understanding and 
analysis, as well as resource mobilization and planning. Due to the vast number and 
types of devices connecting to the network—phones, laptops, light switches, elevators, 
traffic lights, thermostats, even garage door openers—the network can measure con-
sumption, report and analyze trends, and then program consumption reductions via all 
of these IP-enabled devices. In other words, the opportunity for one of those paradigm 
shifts is ripe—let’s call them net efficiencies. 
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For instance, the concept behind Metropolis, a consortium of more than 100 of the 
largest cities around the world, is to use the network to track each city’s resources and 
consumption and then model refinements in real time. Metropolis provides a forum 
for sharing and providing best practices as the cities devise plans to use technology 
as a means to become more efficient and to reduce waste and pollution. The applica-
tions cover the full spectrum of interest, as one could imagine covering over 100 dif-
ferent locales, from delivering information and services online to using technology to 
keep track of migratory animals in an effort to identify deviations that might indicate 
environmental disruptions or problems in the region. Some cities use the network to 
map more efficient garbage pickup or mail delivery routes, taking into consideration the 
impact that time of day and traffic patterns can have on drive time. Others use the net-
work to get visibility into natural resource allocation, such as water or energy, or to col-
lect and transmit information on commercial goods and food supplies. It might all sound 
standard issue, but none of it was plausible 20 years ago. It’s all, literally, new ground.

Even if Metropolis’s only efforts were to control internal city traffic patterns, you can 
just imagine what an effect that would have. The drain that vehicular traffic has on 
resources is enormous—Americans spend approximately 4.2 billion hours a year in traf-
fic, which wastes the equivalent of 58 supertankers of gas.1 In 2005, it was estimated 
that American commuters idling in traffic jams cost the U.S. economy $78 billion, up 
from $15 billion in 1982.2 The European Commission estimates that up to 50% of its 
fuel consumption is due to congestion and nonoptimal driving behavior.3

What to do? The network can support dynamic route guidance systems (such as Google 
Maps on your mobile or the GPS in your car), which can be carried anywhere and 
linked into traffic information to provide up-to-the-minute instructions on the best way 
to avoid current traffic congestion or provide the best route to a new destination. Gov-
ernments and industry are using applications such as those developed by Southwest 
Research Institute (www.SwRI.com) to improve the efficiencies of advanced traffic man-
agement systems (ATMS). 

Cities that have sensors and computer-controlled traffic lights at intersections can lever-
age the network to monitor traffic patterns and quickly make changes to create more 
efficient traffic flows and reduce gas consumption. Stockholm’s smart toll system was 
able to reduce gridlock by 20%,4 reduce CO2 emissions by 12%,5 and increase public 
transport by 40,000 users per day. Australia is hoping to use smart traffic manage-
ment tracking systems to slow the growth of its transport emissions, which have grown 
by more than 23% since 1990.6 And the London Congestion Charging scheme, which 
keeps track of public transport options to facilitate planning and optimize capacity, is 
credited with a 20% reduction in emissions. 

Other cities use network technology to monitor their water or electricity supplies, allow-
ing them to identify potential issues and tweak resource planning accordingly. In 2009, 
as part of its greater Connected Urban Development program, Cisco Systems launched 
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an Urban EcoMap designed to provide information on the GHGs generated through 
the transportation, wastes, and general energy use of a city’s locale. In addition, “smart 
city” projects often include free wireless Internet access on public transport that pro-
vides updates on routes and other useful information, as well as remote, high-tech work 
centers that try to encourage people to stay local and reduce long commutes. Piloted 
in San Francisco (http://blog.urbanecomap.org/), the urban services platform creates 
awareness and a connection between the city and its people about their collective envi-
ronmental impacts. Seeing is believing, especially when it’s where you live, work, and 
raise a family, and applications like these are providing critical inputs to urban design 
and development.

Another, the EU’s European Environment Agency, has a mapping, imaging, and data-
visualization platform, which visitors to the “Eye on Earth” portal can use to access 
real-time information on the water quality of beaches throughout Europe (http://www.
eyeonearth.eu). The system leverages environmental data provided by both the coun-
tries and beachgoers. The agency is hoping to extend the platform to cover soil, air, and 
ozone quality and general biodiversity monitoring information.7

In the U.S. and China, computer modeling is being used to monitor water basins for 
better planning and policies surrounding environmental impacts of industrialization and 
general land use on the water supply. The impacts of these programs can be great. IBM 
sells solutions that use sensors and analytical and modeling software to provide greater 
visibility and control over many of these systems. IBM used one of its factories to pilot 
technology to optimize water usage, reducing consumption by 27%, or 20 million gal-
lons a year, while simultaneously increasing output at the plant by 30%.8

A great example of a technologically progressive city is Abu Dhabi. The capital and 
second-most populous city in the United Arab Emirates, it has the second-highest water 
use and carbon emissions per capita in the world. Abu Dhabi has set a goal to become 
a fully developed city by 2020, while simultaneously striving to establish a leadership 
position in the Middle East and the world at large in environmental responsibility and 
overall sustainability. As a result, it is relying heavily on technology and, more specifi-
cally, the network to foster more efficient, sustainable development. 

Abu Dhabi’s plans are ambitious. They include creating the world’s first “carbon-neutral, 
zero-waste” city (Masdar City) and a unique sustainable philosophy (Estidama) that 
includes environmental, economic, social, and cultural concepts. It is drafting develop-
mental regulations, building codes, and sustainability standards to align with its ulti-
mate vision of creating a sustainable Arab world. Technology is central to many of 
the sustainability plans for the region. The Environmental Agency Abu Dhabi (EAD) 
launched a Green IT strategy project in January 2009 to harness the benefits of IT (IT 
Eco-Innovation) and address the ecofootprint of ICT (IT Eco-Efficiency) in an effort to 
create a comprehensive strategy that could be a net efficiency model for the world. 

http://blog.urbanecomap.org/
http://www.eyeonearth.eu
http://www.eyeonearth.eu
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For example, you can imagine that the most limited resource in Abu Dhabi is water, and 
what there is of it is produced mainly from desalinization. Uncontrolled pumping of 
groundwater for irrigation is depleting existing aquifers, so EAD has developed a system 
for monitoring and managing all known wells, thus replacing the traditional system 
that required someone to visit the well, generally commuting by truck, every 90 days to 
manually collect and download data. This new wireless, real-time monitoring system is 
being rolled out to a growing number of important wells to ensure closer control and 
real-time management of the water supplies, while reducing the ecoimpact of doing it.

Abu Dhabi is also designing a waste system to remove many of the hazards traditionally 
associated with waste that is stored and then collected outside buildings. Basically, the 
city is piloting the use of large containers that are sunk into the ground, which pass-
ersby, street cleaners, and small-business owners can all use to throw away their trash. 
The containers have censors that will send an alert when the container hits a certain 
level. At that point, waste trucks can come and empty the containers, reducing unneces-
sary waste trips to maximize collection.9

Developing countries around the world would be well served to take a page from Abu 
Dhabi’s book in using ICT and the network to reduce wastes around resource consump-
tion. In fact, from an energy perspective, according to the McKinsey Global Institute 
(MGI), if developing countries increased their energy productivity, they could poten-
tially slow the growth of their energy demand by more than half over the next 12 years. 
That could potentially drop the demand from where it would otherwise be by 25% in 
2020. To put this number in perspective, MGI notes the reduction would be larger than 
the total energy consumption in China today.10

However, the window of opportunity for achieving these kinds of efficiencies is shrink-
ing fast, mostly because these developing countries are building infrastructure now. In 
fact, over half of the capital building stock that will be in place in 2020 is in progress 
and will be built between now and then.11 It’s a significant opportunity that countries 
could miss out on if they don’t make the proper investments today. MGI estimates it will 
take approximately $90 billion annually over the next 12 years to adopt automation 
technology and more environmentally friendly building practices that can reduce overall 
resource consumption over the life of the building. While the investment may seem sig-
nificant to developing countries (where capital is hard to come by), the price tag could 
be looked at in another way. If countries don’t invest in energy productivity, they will 
most likely need to spend double that on building out their energy supply infrastruc-
tures to keep up with growing demand. Unfortunately, the budgets of most of these 
developing countries are modest compared with that of Abu Dhabi. And, as is often 
the case, project decisions are based on fixed budgets and “right now” constraints—
environmental or longer-range cost benefits are harder to quantify and may not even 
enter the decision-making process. 
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How do you tell these cash-strapped countries that for approximately $90 billion a year 
today, MGI estimates that the savings could total $600 billion a year by 2020?12 What 
responsibility does the developed world have to support more sustainable building? 
If a building doesn’t take advantage of natural air temperature fluctuations and flows 
or doesn’t incorporate monitoring of resource utilization (such as water consumption, 
energy use, sewage and air pollution, and real-time management of those resources, via 
automated lighting, temperature, and power controls, among other things), the long-
term energy efficiency will cost more as energy costs rise every year. That building will 
pollute and cost its hometown city dearly, and may have a potential ripple effect on the 
world at large. 

Want proof of the return on investment in energy-efficient technologies? The data has 
been collected for years, and it’s readily available for anyone to browse or download. 
For example, in the U.S., buildings account for 40% of the country’s CO2 emissions, a 
number ripe to reap benefits from efficiencies. Researchers define “energy productivity” 
as the total gross domestic product produced per unit of energy; the more efficient an 
area is, the greater the prosperity. We saw this in California after it passed appliance- 
and building-efficiency standards. These measures have paid dividends over the past 
three decades in the form of keeping the amount of energy consumed per capita flat. 
Throughout the U.S. during that same period, the energy consumed per capita has risen 
50%. It is interesting to note that Californians use less energy but maintain a higher 
GDP than other Americans. In 2006, California created $2.17 of GDP for every 10,000 
BTU of energy consumed, compared with $1.29 of GDP for every 10,000 BTU in the 
rest of the nation, and California citizens did it by using less than 7,000 kWh a year 
(3,668 pounds).13 California’s energy productivity is therefore 68% higher than the rest 
of the United States. 

The European Union has quantified the data, too, and has found that building energy 
use also accounts for more than 40% of Europe’s CO2 emissions, more than half of 
which is used to heat, light, and run homes. It is estimated that close to a quarter (70 
billion of the 400 billion kWh) of the energy consumed in homes could be saved through 
the use of building management systems, metering technologies, sensors, energy audit-
ing, optimization software, and communication networks.14

Then there’s the impact of efficiencies in the supply chain, which can also improve 
resource utilization and reduce the overall emissions of developing and developed coun-
tries alike. Between 40 and 60% of a business’s total GHG emissions come from activi-
ties conducted outside of its direct control, in the supply chain.15 These activities include 
the manufacturing, processing, packaging, and transportation of physical goods. For 
business, this is a huge opportunity for greater efficiency. For the community in which 
the business operates, it’s an environmental responsibility. 

Within the supply chain, transportation is one of the biggest generators of emissions. 
Beyond the obvious emissions generated via the planes, trains, and trucks—spurring 
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companies such as WalMart, Ryder, and UPS to announce plans to test heavy-duty 
trucks that use hybrid technology and alternative fuels as part of their initiatives16—
there is an opportunity to reduce emissions by generating efficiencies in the movements 
of those goods and fleets. This is where the network comes in, facilitating the real-time 
tracking capabilities of these fleets through product distribution management that can 
streamline orders and routes. According to Nokia Siemens, a 1% trucking efficiency or 
improvement could result in a savings of 3,400 tons of carbon dioxide.17 

A great example of how organizations are leveraging the network to drive (pun intended) 
efficiencies through the supply chain and distribution comes out of the UK British Tele-
com worked with its customer BritVic, one of the country’s leading soft drink compa-
nies, to streamline its beverage distribution. According to the BritVic website (www.
britvic.com), “In 2006, Britvic sold 1.4 billion litres of soft drinks in hundreds of differ-
ent flavours, shapes and sizes and delivers to over 4,000 customers and approximately 
200,000 points of distribution.” BritVic employees are based throughout the country, 
working out of its main offices, factories, or depots. 

One of the ways that BritVic gets its soft drinks into the hands of its customers is 
through vending machines located throughout the country. A percentage of its employ-
ees are responsible for keeping these vending machines stocked. As you would expect 
with any delivery setup, an employee is assigned a particular area and is responsible for 
keeping the vending machines along his route well stocked. 

The traditional delivery method consisted of the employee loading up his delivery van 
every day or every other day with all of the company’s beverage products and then mak-
ing the rounds to each of the vending machines and restocking as necessary. As you can 
imagine, a lot of waste is associated with this delivery method; sometimes there is no 
need to refill anything in a vending machine, and other times just one or two products 
need to be refilled. British Telecom worked with BritVic to develop a fuel force optimiza-
tion model, which consisted of an intelligent monitoring system of the vending machines 
stock levels using wireless technology. Basically, the system keeps track of the beverages 
that have been sold, so employees know exactly what they need to restock. This system 
has enabled BritVic to achieve a 10% reduction in the number of visits employees need 
to make to each vending machine and has allowed the company to reduce its vehicle 
loads by 30%, because now it doesn’t have to carry excess stock; this has resulted in a 
15% decrease in gas consumption, which equals a 25% total reduction of costs. It’s the 
story of one business, in one country, but a 25% reduction around the globe would be 
a really good thing.

So the question becomes, “Can every business reduce its carbon emissions simply by 
becoming more net aware?” The simple answer is yes—if the business is able to take 
that awareness and make better choices about the ways in which it operates, produces, 
and brings its products to market, with all the real-time information collected from a 
myriad of network nodes. 
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For example, by reducing carbon emissions, waste production, and natural resource 
demand in its 2009 fiscal year, Cisco’s Global Supply Chain Management realized more 
than $3 million in annual cost savings just through manufacturing efficiency. That’s 
not a small number. And one can expect it’s even more in many businesses around 
the world. As such, senior management should understand climate change risks within 
their supply chains, how suppliers are managing those risks, and the opportunities for 
improvement. 

Whichever way you look at this, the network is the tool driving the whole movement. 
With it, the business world can model, manage, and maintain close controls over its own 
supply chains. The network that runs modern-day business can also be the network that 
economizes its use of resources, energy, and inventories. It’s the same connections, the 
same bandwidth. But with just a little entrepreneurial ingenuity and the foresight to see 
past immediate investments into the decades ahead, net-enabled efficiencies can signifi-
cantly reduce total CO2 emissions and one very large carbon footprint. A savvy business 
might be able a save a couple of million dollars to boot. 

The data is out there, and it’s becoming more convincing with every new piece of infor-
mation. The very same network that fostered this world we’ve been discussing can also 
be the one that gives us these efficiencies in our personal, professional, and civic activi-
ties. It’s not about what we have to do to the network, but rather how we use it. And 
if we use it to its fullest potential, the opportunity to maximize efficiencies and reduce 
waste and impacts is certainly sustainable.
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What’s So Smart About  
an Energy Grid?

I canna do it, Captain.

—Scotty, Star Trek
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For most of the previous century, developed nations leveraged electrical grids to 
power their streets, cities, businesses, and homes. If you’re reading this book, you’ve 
probably always had an electrical grid. A reliable energy grid is a badge of a pros-

perous community, enabling predictable learning and commerce. Just like the network, 
the energy grid (and the power it supplies) has become intertwined with everything we 
do, and our reliance on it only continues to grow as more and more of our daily activi-
ties require some type of power—from household cleaning to business communications. 

I would venture to say that most of us in developed countries have come to take for 
granted the availability and abundance of relatively cheap energy to power our lives. 
However, we have seen demand for energy spike and stress available supplies. Living 
in California, I have experienced “rolling blackouts” in the summer months, when the 
power grid is simply under too much load and can’t support the demand; by all esti-
mates, problems like this are not going to go away and are more than likely going to 
get worse. 

Projections place 2 billion more people on the planet by the year 2025, and a total of 
9 billion people on the planet by 2050.1 To accommodate all these people, who will all 
consume some amount of energy, the world must generate more. A lot more. Predic-
tions see demand for energy growing 1.6% a year on a global basis—some have today’s 
demand increasing by as much as 54% by 2025.2 Regardless of which numbers you 
subscribe to, the increasing demands on the energy grid do not show signs of abating, 
and will most likely overtake supply in the not-so-distant future. 

In the U.S. alone, electricity demand is expected to grow by 141,000 megawatts in 
the next decade, yet only 57,000 megawatts of new energy resources have been iden-
tified.3 And when you look at the state of reliable sources of energy in developing 
countries, the picture is even grimmer; in many parts of the world, the energy grids are 
already close to maximum capacity. In these developing countries, it is not uncommon 
for facilities to be run off of backup diesel generators because the electricity grid keeps 
going down. It is also not uncommon for these facilities to close their doors until 
energy availability returns. This “energy poverty” results in chunks of the population 
who are unable to engage in overall development and who are completely shut out 
from the digital world. If you agree with the sustainability of the network notion and 
the idea that it only works if everyone around the world has access to it, you can see 
how the availability of viable energy sources is crucial. 

Another stark reality is the nontrivial operating cost of producing energy. Now, let’s 
be clear that the network and other ICT solutions are not the only things causing this 
ramp in energy demand, but they most certainly play a role. In some cases, the energy 
it takes to operate these devices is teetering on or has already overtaken the cost of 
the device itself. Specifically, from the network’s perspective, businesses are finding 
that they are paying more for electricity than bandwidth; the cost of the energy and 
the cooling required for a core router over five years is approximately 8–12% of the 
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capital cost of the router, and the percentages go up for smaller routers. And while it 
once took 30 to 50 years for electricity costs to equal the capital costs of a server, we 
are now seeing electricity costs of low-end servers exceeding the cost of those servers 
in less than 4 years.4

Green Power for Mobile

There are many initiatives underway by ICT companies and industry consortiums to 
create solutions that draw power directly from solar, wind, and sustainable biofuels 
in developing countries. One such example, the “Green Power for Mobile” program, 
has set a goal to power 118,000 new and existing off-grid mobile phone base stations 
in developing countries by 2012. This potentially represents a savings of up to 2.5 bil-
lion liters of diesel a year, which translates to a reduction of up to 6.8 million tons of 
carbon emissions.5 

There are estimates that by 2010, almost 50% of the world’s data centers, which house 
the servers, applications, and storage of a company (connected by the network), will 
not have enough energy to power and cool them.6 There are stories of companies (such 
as Google and Amazon) building their data centers right next to power plants or near 
dams and water supplies so they can get the energy and cooling they need to keep their 
facilities going. Some companies have refurbished military aircraft carriers to house 
their data centers to take advantage of the natural cooling that comes from being hosted 
in the hull of a ship. Let me point out that this is happening in well-developed countries. 

And with energy constraints and prices trending up, not down, the power requirements 
and costs of operating all these technologies will remain a long-term concern. In fact, it 
is because of these issues that the energy grid has come into focus of late. Many individ-
uals, businesses, and governments alike are starting to look at how and when they use 
power from the grid, trying to understand the way power is managed and distributed. 

The systems of today are highly centralized, with power supplied by a relatively small 
number of large power plants. They were designed to distribute power from a central 
location to the consumer (whatever or whomever that may be); it was not designed to 
be a bidirectional system to manage dynamic energy supply and demand. As a result, it 
is ill-equipped to manage shifts in supply and demand on a large geographical expanse. 
There is also very little built-in intelligence to balance the power loads and monitor how 
power flows across the grid. 

As a result, there is much inefficiency associated with our current system. For start-
ers, an amazing amount of power is “lost” during production and transport. It is 
not uncommon for a fairly significant portion of available electricity to be consumed 
simply during its transmission and distribution to end users (this is called T&D loss). 
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The amount typically ranges from 5% in OECD (developed) countries to 20% in devel-
oping countries.7 In the U.S., for example, the power grid loses enough electricity annu-
ally to power India, Germany, and Canada combined for an entire year.8 That, right 
there, represents significant opportunities for greater efficiency. In fact, there are esti-
mates that if the U.S. was able to achieve even a 5% increase in efficiency in its energy 
transmission and distribution, it would be equal to eliminating the emissions of 53 mil-
lion cars from the road.9 

And this problem is only going to be compounded as the utilities add different power 
sources to the system. For example, in the U.S., there are many state mandates forcing 
utilities to incorporate clean energy into their processes. By 2030, they will need to add 
nearly 40 GW of energy from alternative energy sources,10 which the current infrastruc-
ture is ill-equipped to handle. Interestingly, this is where developing countries may actu-
ally be ahead of developed nations. Because of the limited capabilities and availability 
of legacy energy grids in emerging countries, they are often on the forefront of efficient 
energy sourcing. However, from a cumulative perspective, many developing countries 
suffer from energy poverty, which can limit their overall growth and opportunities for 
improvement. 

Each energy source has its own set of challenges, and as countries and utilities look at 
how to modernize their energy grids, it is obvious that they can benefit from the greater 
visibility and tighter controls offered by the ICT industry and its underlying network.

The generally agreed-upon starting point, however, is more fundamental. It focuses 
on building new power lines that can transmit clean, renewable energy from sources 
throughout any given region. Without these new lines, the ability to truly transform the 
nation’s electricity systems to enhance their security, reliability, and storage capacities is 
hampered. This sentiment is echoed in a recent report from the North American Electric 
Reliability (NERC) (http://earth2tech.com/2008/11/10/a-reliable-green-grid-could-need-
2-trillion/), which said that a lack of investment in the proper transmission infrastruc-
ture to accompany the increase of green power will result in an unreliable power grid. 

So, what are we really talking about here? Think about a sea of solar panels in the des-
sert; how is the utility going to start getting that power from the desert over the moun-
tain range to the homes and businesses that need it? Or what about a wind farm on the 
hilltops or even in the ocean? Unfortunately, the locations that host the most intense 
nature—heat, wind, waves, and geothermal—are locations that our population tends to 
avoid. We generally populate milder climates more densely.

Thus, not only does this power potentially need to be transmitted over long distances 
with variable terrain, it also needs to do it in an environmentally friendly way; other-
wise, it will negate the efficiencies these “clean” sources are supposed to deliver. 

http://earth2tech.com/2008/11/10/a-reliable-green-grid-could-need-2-trillion/
http://earth2tech.com/2008/11/10/a-reliable-green-grid-could-need-2-trillion/
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The other challenge in providing clean power is to do it in an aesthetically pleasing way; in 
other words, no one wants to look out on a beautiful expanse of land and see lots of ugly 
power lines. This is, by the way, akin to the issues that mobile carriers are facing because no 
one wants to have ugly cell towers dotted all around the landscape.

Another issue with the power lines is that they can be hard to scale, particularly when you 
are talking about trying to get power from individual homes and businesses back to the 
energy grid. For example, as more end users install solar panels on their roofs or park-
ing lots to generate solar power, the utility needs to be able to efficiently take this power 
and add it to the grid for subsequent distribution. Germany was the first to establish a 
“feed-in” tariff, which basically allows an individual or business to generate and then sell 
energy to the utility, typically at a long-term, favorable rate.11 Many countries have since 
adopted this distributed clean power–generation system, which, amidst rising concerns of 
the impacts of climate change, shows promise to only grow and expand (see Figure 12-1). 

Germany
More than 1 gigawatt

Spain
More than 1.5 gigawatts

of solar power

California
Approximately 
300 megawatts

Figure 12-1. The installations of solar power in the top three regions in the world in 2008 
amounted to almost 3 GW of new power; by 2030, the U.S. needs to generate 40 additional GW 
from alternative sources.

As mentioned previously, however, the current grids were designed for a one-to-many 
downstream type of transmission, not a many-to-one, or many-to-one-to-many, back-
and-forth type of exchange, and they are straining under these new demands. 

The time to deal with these issues is now. Alternative power generation is a burgeoning 
market that’s not going to go away. Countries around the world are looking to reduce 
their dependence on fossil fuels and their carbon emissions. A lot of technologies are being 
developed to harvest energy. Wind and solar farms are probably the best known, but they 
are not the only games in town. Researchers are looking at geothermal energy, harnessing 
the power of the oceans, and using “kites” that fly in the atmosphere (around 10,000 feet 
up) to collect electrical charges. There are also “scavenger” technologies being developed 
that can capture and then recycle energy for reuse. Some energy companies are partnering 
with cow ranches to pilot methane capture programs using the cow manure to create an 
alternative energy source (which is as far as I am going to delve into that!). 
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Your Unsmart Home Grid

Estimates place the consumption of the networked home at approximately 4 kWh a day. 
This could be considered conservative, particularly if you look at the latest stats from 
Nielsen that put the average American in front of the TV for 142 hours per month (this 
is up 5 hours a month from just a year before,12 and as I mentioned before, is a stat that 
deserves attention in another forum). It appears we are watching more “time-shifted” 
content, such as on-demand programming and content recorded via a TiVo, ReplayTV, 
and other Digital Video Recorder (DVR) devices, which offer the added convenience of 
being able to watch what we want when we want it. We are also watching more online 
video. 

The problem is that there are a lot of inefficiencies currently in the network (modem, 
router, access point, TV, etc.). Take your DSL modem. It’s probably on all the time. If it 
is connected to a desktop, it will ping the computer periodically and keep the Physical 
Interface Cards (PICs) and other aspects of the computer alive. This means that even 
if you’re not using your desktop, it is consuming energy, often at 60–70% of its peak 
power consumption. If the idle consumption could be dropped by just 20–30%, that 
would represent a significant ongoing power savings for the home network, multiplied 
by the millions and potentially hundreds of millions of households that could be affected. 

Imagine being able to use software on your computer or your cell phone to optimize 
the power management of the networked devices in your home, based on your usage 
patterns. For example, you probably have a smartphone, computer, and TV, all of 
which can be networked and are therefore drawing power from the network. You are 
probably not using all of your devices at the same time, so what if you could automati-
cally power down devices that aren’t in use? What if you could remotely control the 
air conditioning, lighting, window shades, and refrigerator temperature? The potential 
power savings would be great.

The U.S. has committed almost $17 billion toward investment in energy efficiency and 
renewable energy technologies,13 which will bring it more in line with alternative energy 
programs in other countries. Currently, no really mature multisource generation mar-
kets exist. For example, if you look at solar power, you will find that it represents only a 
fraction of the overall energy capacity, even in Europe, which has been leading the solar 
market for the past decade. The takeaway is that now is the time to upgrade the energy 
system that was put in place over 50 years ago and build out the “smart grids” to sup-
port the inevitable growth of distributed multipower generation systems to scale with 
pending capacity and demand.

The goal of an Internet-based smart grid is to modernize energy generation and distribu-
tion to make it more efficient and more reliable. A true smart grid connects all different 
types of power sources to different power draws. It creates a real-time view of supply 
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and demand, way beyond what we can imagine now. It ensures that the power sources, 
from traditional power plants and nuclear generation facilities to wind farms and solar 
panels, meet the power needs of a city, business, or home. These smart grids create 
greater transparency in the system for all, putting information into the hands of utilities 
and consumers alike. As a result, everyone can understand how power is being cre-
ated and distributed, and can make informed decisions and recalibrate consumption to 
maximize its utility. The goal is to even out demand, cut expenses, and make the overall 
electric system more stable, through automation and the implementation of predictable 
controls that provide better management over power demand and supply. 

Investing in the Grid

Google has estimated that the cost of building alternative power systems to stem 
global warming would be approximately $4.5 trillion over 22 years. However, it esti-
mates that it would save $5.5 trillion over that same period, due to reductions in 
electricity costs and the building and ongoing operations of traditional power plants.14 
In the U.S., the Brattle Group predicts that to build an efficient power grid including 
transmission lines, it will need a $2 trillion investment, while others have set more 
conservative estimates at an investment of approximately $400 billion over 10 years to 
build a national smart grid.15 To date, the U.S. has announced plans to provide $11 bil-
lion for improving the grid, funneled through the “Smart Grid Investment Program.” 
This infusion of capital is designed to incentivize research and development, accelerate 
smart grid projects around the country, and increase federal matching grants for smart 
grid technology (up to 50% from the current 20%). The U.S. investment is expected to 
rise to over $20 billion by 2014.16 

How does one build a smart grid, and where does the “smart” come from? A more intel-
ligent energy grid starts with the installation of technologies that can collect and then feed 
more intelligence into the system (for example, check out www.silverspringnetworks.com). 
Smart meters are installed at the premises of buildings to keep track of the electrical, gas, 
and water consumption of that site. These smart meters are linked, via the network, from 
the building to the utility company, giving the individuals or businesses a real-time picture 
of the consumption in aggregate or of any specific location at any time of the day. 

Gone will be the days of walking outside to the meter attached to the side of your house 
to try to make sense of the spinning dials that, even if you could interpret them, would 
only give you a lump sum of how much energy you consumed. Gone will be the days of 
trying to extrapolate your consumption and usage habits from your monthly bill, which 
is typically the only piece of information you get. And gone will be the days of the util-
ity company sending out a technician to personally read the meters on a monthly basis, 
thus saving time and the travel impacts.

http://www.silverspringnetworks.com
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In its place will be a networked system that allows the utilities to receive and present real-
time information—generally via an online portal, dashboard, or website—to customers 
about their consumption (Panasonic has already developed an intelligent meter that tells 
consumers how much energy is being consumed in a home with an easy-to-understand 
image of penguins on an iceberg that are either happy or unhappy, depending on consump-
tion rates).

Providing all parties with visibility into real-time power consumption allows the utilities 
and end users to identify opportunities for efficiencies and reductions. Another change 
will most likely be in the pricing of electricity. To date, customers pay flat or average 
rates, but utility companies pay variable rates. They spend more for energy generated 
at peak times than during times of lower demand. So, making customers pay rates 
commensurate with the costs of their actual usage could increase awareness and help 
customers make decisions around consumption based on real-time costs and needs. 

The goal is to stabilize the system and reduce energy grid consumption via a combina-
tion of education, incentives, and new “smart” service offerings. Users can go online 
and quickly create an energy consumption profile, receive an energy audit, learn tips 
for conservation, and find out about available rate incentives or rebates and environ-
mentally friendly programs, all within a few clicks. There is also software available to 
encourage behavioral change, such as Google’s PowerMeter (unveiled in 2009), which 
helps consumers take the information garnered from these smart meter–type devices 
and get a handle on their real-time electricity use.17 

The not-so-distant future vision is that each outlet in your home will be connected 
to the network and subsequent energy grid, leading to even more detailed measure-
ments about your energy consumption. These measurements could be at a macrolevel—
say, room by room—or at the individual appliance/device level, so you can determine 
exactly what the impact will be if you change the temperature of your refrigerator up 
or down a degree or air-dry your dishes. “The Digital Home” has the potential to really 
increase energy efficiency. Just think about the possibilities when the network can link 
data effortlessly among all the devices in your home and integrate remote controls into 
their utility functions, allowing you to remotely control everything, including your TV, 
washing machine, air-conditioning, and heating units. The technology is already being 
used by businesses and it’s coming for your home. It won’t be long before you are able 
to see your consumption and then turn your devices on and off using your web browser 
or another application, even if you are halfway around the world. It’s not the home of 
the far-off future; it’s a reality that’s just around the corner.

Studies have demonstrated that when people have information on their home energy 
consumption, behavior does, in fact, change, resulting in approximately 5–15% less 
use.18 In the U.S., if you factor in that households consume an estimated 21% of the 
energy used, you can see how greater awareness could have a big impact on energy 
consumption reductions. 
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We have seen utility companies and municipalities try to leverage information, such as the 
state of California’s “Flex Your Power” campaign, in efforts to make end users aware of 
and change their resource utilization. For a state such as California, which is striving to 
reach its goal of 80% CO2 reductions by 2050 and has suffered from rolling blackouts 
that brought the state’s energy issues to light (a little bit of irony never hurt anyone!), it is 
clear that the consumption of constrained energy resources needs to be managed better at 
all levels. But as previously noted, this is not a problem relegated to a single location or 
even region—it is one that almost every city, county, state, and nation is tackling. 

This is one reason you’ve heard politicians clamoring about the jobs green technology 
can bring to the marketplace. According to estimates, the size of the market opportu-
nity for a smarter power grid will create a $65 billion industry by 2013. The market 
for smart-metering hardware and software and networking technologies specifically—
which are what make the smart grid smart—will grow from $2.7 billion this year to 
approximately $4.7 billion in 2013.20 Morgan Stanley Research sizes the growth of the 
smart grid market at $40 billion by 2013 and $100 billion by 2030.21

And it’s not a pie-in-the-sky dream or a politician’s magical carpet ride—it’s beginning to 
happen. Malta has committed 70 million Euros (roughly $103 million USD at the time 
of this writing) to build a national smart grid network, to be completed by 2012, that 
will serve 400,000 customers. It plans to install and connect a smart meter at 250,000 
customer premises, be they individual homes, businesses, schools, or government agen-
cies. It’s going to be really interesting to see what the national utilities, Enemalta Cor-
poration and the Water Services Corporation, will be able to see—and what they’ll do 
with what they see. It could come down to delivering pricing based on the time of day, 
the day of the week, or the weather. There might be sales by the hour—set your electric 
clothes dryer to turn on at 2 a.m., and get a bonus kilowatt. 

In the U.S., Washington state, in conjunction with the Department of Energy, demon-
strated that 15% reductions are possible with a more intelligent energy grid, which, if 
extended nationally, could eliminate the need for up to 30 large coal-fired plants over 
the next 20 years.22 We are starting to see projects around the country to this effect, like 
the SmartGridCity Project in Boulder, Colorado, which has installed a distribution and 
communications network for the city leveraging smart meters (close to 40,000) and a 
web portal to help customers understand and manage their energy use. 

And Denver, Colorado is engaged in a project to extend computer control over the city’s 
energy grid via a network of wireless devices (with up to 50–60 being deployed daily) 
that collect information from advanced household and business meters. That informa-
tion is transmitted to the utility’s facilities, giving them minute-by-minute information 
and future communications channels that allow them to interact with customers and 
make supply-and-demand decisions based on real-time information. 
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Business Responsibility

If greater awareness of energy use within the household leads to reduction, is the same 
true when applied to business? Suppose those responsible for the IT infrastructure 
could see how much energy they are consuming and, better yet, were made responsible 
for paying the costs of that consumption (through their budgets). It could go a long 
way toward developing more efficient practices within business itself. 

Unfortunately, very few IT departments have that visibility or the sole responsibility 
for the charges of the electrical consumption of their IT infrastructures. Only 4% in 
North America and 5% in Europe responded that their IT departments were in charge 
of the electrical costs of their departments. On the flipside, 13% of North American 
respondents said they had no visibility, nor responsibility, along with 8% of European 
respondents. Most IT departments may have visibility, but tend to share responsibility 
for managing the electrical efficiency of the IT infrastructure with facilities and other 
departments. This is the case for 50% of respondents in North America and 56% in 
Europe. Twenty-two percent of North American respondents said they have visibility, 
but no responsibility, which is in line with their European counterparts at 20%.19 As 
we have seen in home settings, when people have visibility and responsibility for their 
energy consumption, they tend to reduce their overall use. The same concept could 
represent a place to start for improving the energy efficiency of business and their 
internal networks. 

Another starting point is to establish a baseline so that success with, or failure to 
improve, overall efficiency could be measured and validated. Often, this baseline will 
include a variety of factors, from energy consumption to carbon dioxide emissions to 
operational costs associated with running the infrastructure. 

California’s Pacific Gas and Electric (PG&E) program has worked aggressively to 
upgrade household and building meters, networking them directly to the power compa-
ny’s management systems to enable real-time monitoring of energy use. To date, PG&E 
has installed 440,000 smart electricity meters (and 1.4 million smart gas meters) toward 
its goal of more than 10 million installed by the end of 2011.23 (I am pleased to report I 
just received mine this summer.)

An interesting side effect of these smarter energy grids is a change in the relationship 
between power companies and end users. In essence, the grid becomes a shared resource, 
with a wider constituency taking responsibility for it. Power companies are leveraging indi-
viduals and businesses as power generation sources and enlisting their help to better man-
age and even shed their load. This requires utilities to connect in different ways to a much 
wider set of consumers than in the past (which is where the network comes in, remember) 
and the relationship becomes a variety of downstream and upstream transactions. 



What’s So Smart About an Energy Grid?   89

A popular example of this upstream/downstream partnership is when energy suppliers 
partner with regional businesses. The utility company monitors real-time demand and 
when the load on the grid reaches a certain level, it asks its business partners to shed an 
agreed-upon amount, thereby reducing peak loads and ensuring that the energy grid can 
sustain the energy demands of the community. Because the cost of generating electricity 
during peak demand periods can be up to 10 times more expensive than during other 
periods (due to general supply-and-demand principles), it is particularly important to 
stabilize the load (100 hours of electricity at peak, which represents approximately 1% 
of the annual consumption, can account for as much as 20% of a utility’s annual elec-
tricity expenditures). Such an event is triggered by a spike in electricity consumption, 
one that threatens the overall stability of the energy grid, which may be the result of a 
cold front or a heat wave. 

The utility communicates via email, a networked visual signal, or automated phone 
tree to participating individuals and companies, who then reduce their load on the grid. 
To do this, most participating businesses have networked facility management systems 
that automate many of the processes, such as turning off lights, turning the tempera-
ture up or down a few degrees, closing or opening windows or shades, or evaluating 
equipment use and shutting down nonvital devices for the duration of the event. It is a 
fairly automated process that can have dramatic results, but it’s proof of a larger, gran-
diose concept. What if sensors detected GHG emissions instead of heat waves? What if 
partnerships were formed with everyone, individual homes and factories alike? What if 
everyone had networked facility management systems?

There are already devices that allow a price information exchange to take place between 
a utility and a household or business; when energy prices fluctuate, based on supply and 
demand, the price of energy spikes, and the utility can wirelessly transmit that energy price 
to a smart thermostat in the home or business. The thermostat then automatically triggers a 
change in consumption. It’s an approach that helps manage changes in energy consumption 
to prevent grid overloads. Think about it—you could have a “dollar-stat” instead of a ther-
mostat, with a dial that tells you what you’d pay for energy on any given day. 

There is a downside to the efficiencies that are created by all this connectedness, however. 
The energy grid represents a great big bull’s-eye for hackers looking to cause a lot of dam-
age, disruption, and manipulation of a new currency called energy. In January 2008, U.S. 
CIA senior analyst Tom Donahue confirmed that attacks on energy grids had resulted 
in disruption of service and power outages that affected multiple cities.24 Attackers used 
the grid’s Internet connections to enter the utilities and, in some cases, make extortion 
demands.25 Intrusions into the electrical grid originating from China and Russia were 
cited by an unnamed senior intelligence official in the Wall Street Journal, as part of those 
countries’ larger efforts to map the U.S.’s overall infrastructure.26 
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Bringing down the energy grid has a crippling effect on all activity. Governments and 
utilities worldwide need to make sure that the efficiency mechanisms they enable are 
not opening up the grid to undue risk. In the U.S., the Federal Energy Regulatory Com-
mission (FERC) recently passed mandatory critical infrastructure protection (CIP) reli-
ability standards to protect the nation’s bulk power system against potential disruptions 
resulting from cybersecurity breaches.27 The mandatory reliability standards require 
operators of the bulk power system to establish policies and procedures to safeguard 
both physical and network access to control systems. There’s also a quiet effort to train 
personnel on security matters, to report security incidents, and to be prepared to recover 
from cybersecurity incidents. 

The promise of an Internet-based smart energy grid is fast becoming a reality. It won’t 
be long before we have more control over how we generate, consume, and conserve our 
energy, be it electricity, gas, or fossil fuels. Such implementation can deliver improved 
reliability and help us sustain our overall energy needs. Efficiency and security are not 
necessarily mutually exclusive factors, but the reality is that the cost associated with 
doing nothing is intolerable.

What You Can Do
If you have a smart meter, try to understand and manage your consumption habits 
through the utility company’s portal (if it has one). If you don’t have a smart meter, push 
your utility company or state government to adopt them.

Check out applications such as Tendril (www.tendrilinc.com/), Google’s PowerMeter 
(www.google.org/powermeter/), or iControl (www.icontrol.com/) to understand and 
make better decisions about your energy consumption. 

When replacing household appliances, choose more energy-efficient models; pretty 
soon, these devices will be network-enabled, so you can automate controls and remotely 
adjust consumption. Use compact fluorescent lightbulbs or LED bulb technology.

Turn off and unplug equipment that is not in use (don’t just put your computer in standby 
mode). Remember that just because your LCD screen isn’t on or your backup disk isn’t 
turning doesn’t mean they’re not using electricity. Power them down when not in use. 

Here are some other ways to get smarter about power consumption:

• How do you know you have too many things on? Take a walk around at midnight 
with all the lights turned off and count those little LED lights.

• Use a plug-in timer, like the ones commonly used for Christmas trees, that turns 
power off between 11 p.m. and whenever you wake up.

• Use power strips to make it easier to cut the power from groups of devices, such as 
your entertainment center.

http://www.tendrilinc.com/
http://www.google.org/powermeter/
http://www.icontrol.com/
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